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Introduction 
In an age of interdependence on technology and networks, communities must be prepared to 
survive and reorganize in the face of a catastrophic infrastructure collapse. This guide is a 
comprehensive manual for lawful, civilian-centered emergency preparedness and mutual aid 
during a major cyber war or cyberattack that causes cascading failures across critical systems. 
It emphasizes dignity, safety, social cohesion, inclusivity, decentralized self-reliance, and strict 
adherence to the law. The goal is to help ordinary people – neighbors, apartment residents, 
rural towns, churches, mutual-aid groups, and vulnerable communities – work together to 
endure the crisis and recover stronger. Community resilience – the ability of a community to 
prepare for, withstand, and recover from disasters – is critical in such scenarios. History and 
research show that people largely pull together to support one another after disasters. By 
organizing effectively, sharing resources, and planning ahead, communities can reduce chaos 
and meet essential needs even when centralized infrastructure and government services are 
temporarily disrupted. 

Scenario Overview: We assume a worst-case “black sky” event: a massive cyberattack or 
cyber warfare has crippled power grids, communications, water systems, fuel supply, financial 
networks, transportation, emergency services, and government operations on a wide scale. The 
outage is not just a brief inconvenience – it is a systemic collapse that could last months. Within 
hours, lights go out, phones and internet fail, water stops pumping, ATMs and electronic 
payments go down, and supply chains halt. This guide provides staged guidance for surviving 
and reorganizing community life in the aftermath, covering the first 24 hours, 72 hours, 2 
weeks, 1 month, 3 months, and 1 year of disruption. It also includes detailed sections on 
specific functional needs: food, water and sanitation, shelter and heating, communication, care 
for vulnerable populations, community security, local economy (barter), training and 
skill-building, off-grid technologies, governance and decision-making, and psychosocial 
resilience. 

How to Use This Guide: The manual is organized into two parts. Part I covers the timeline of 
the disaster, detailing what actions and priorities to focus on during each phase of the crisis. 
Part II provides in-depth guidance on key topics (food, water, etc.) that are threaded throughout 
the timeline. Readers can follow the chronological steps to understand evolving priorities, while 
referring to topical sections for how-to details and checklists. Above all, remember that no one 
gets through a crisis alone. Neighbors, families, and local organizations must work together in 
solidarity. This guide encourages the formation of neighborhood teams, the practice of mutual 
aid (the voluntary exchange of resources and services among community members in need), 



and the preservation of the rule of law and human rights. While stress and fear will be high, 
maintaining compassion, fairness, and respect for all – including the most vulnerable – is 
essential to prevent social breakdown. By following the guidance here, communities can meet 
immediate survival needs without resorting to violence or illegal actions, protect each other 
from harm, and lay the groundwork for recovery. In the following sections, we begin with steps 
that can be taken before a collapse to prepare your community, then walk through each phase 
of the emergency and finally dive deeper into functional areas of self-reliance and resilience. 

 



Pre-Crisis Planning and Preparedness 
While we hope never to face a nationwide infrastructure failure, preparing in advance is the 
most effective way to ensure survival and safety if it occurs. Pre-crisis planning involves 
gathering essential supplies, making emergency plans with your household and neighbors, 
assigning roles, and training in useful skills. These preparations should be done in a lawful, 
organized, and inclusive manner. The focus is not “doomsday prepping” for individual survival, 
but community preparedness: pooling knowledge and resources so that everyone – especially 
vulnerable people – is cared for in a disaster. This section provides guidance on what to do now 
to ready your home and neighborhood for a potential cyber-induced collapse. 

Stockpiling Essentials (Food, Water, and Supplies) 

Build an emergency supply stockpile that could sustain your household for an extended 
period. Government and relief agencies recommend storing at least two weeks’ worth of food 
and water for each person in your home. In a nationwide cyber disaster, external assistance 
may not arrive for a long time, so more is better if you have space – aim for one month or more 
of critical supplies if possible. Key guidelines: 

●​ Water: Store 1 gallon of water per person per day (at least 14 gallons per person for 
two weeks) for drinking, cooking, and basic hygiene. Water is the most vital resource; 
you literally cannot live without it for more than 3 days. If you have pets, include their 
needs (e.g. an extra 1 gallon per day for a medium dog). Keep water in sealed, 
food-grade containers in a cool, dark place. Commercial bottled water is ideal; if using 
your own containers, sanitize and rinse them with a bleach solution (1 teaspoon bleach 
per quart of water) before filling. Rotate stored water every 6–12 months or use water 
preserver treatments to prevent bacteria/algae growth. Never ration water in an 
emergency – drink what you need each day and try to find more for the next. If supplies 
run low, you can reduce water needs by staying cool and inactive, but always drink at 
least a few cups a day to prevent dehydration.​
 

●​ Food: Stock up on non-perishable foods that require no refrigeration and little or no 
cooking. Prioritize calories and nutrition – you want foods that provide energy and can 
keep without power. Canned goods are staples (vegetables, fruits, beans, canned 
tuna/chicken, soups/stews). Also include:​
 

○​ Grains and starches: Dry cereals, granola, crackers, rice, pasta, oats. (Choose 
some that can be eaten without cooking, like oats that can soak into muesli, or 
parboiled rice that cooks quickly).​
 

○​ Protein and fat: Peanut butter and other nut butters, nuts and trail mix, jerky, 
protein bars, canned meat and fish (tuna, Spam), canned chili.​
 



○​ Comfort and high-energy foods: Hard candy, chocolate, honey, sugar, dried 
fruits, powdered drink mixes. These boost morale and calories.​
 

○​ Powdered milk or non-dairy milk alternatives (shelf-stable cartons) for calcium 
and children’s needs.​
 

○​ Special diet items: Baby food and formula if you have infants; low-sodium foods 
for those with hypertension; any allergy-safe foods required.​
 

○​ Pet food: Two weeks of dry or canned food for each pet.​
 

○​ Seasonings and staples: Salt, pepper, spices, bouillon cubes, instant 
coffee/tea. A little flavor can make monotonous meals more palatable.​
 

●​ Store foods in a cool, dry place (ideally below 70°F) to maximize shelf life. Keep them 
in rodent-proof containers if possible. Rotate your food stock periodically – use and 
replace items so nothing expires. If you have space, consider also storing bulk staples 
with long shelf lives (rice, beans, wheat, sugar) in sealed buckets; these can last years if 
kept dry. Don’t forget a manual can-opener! Also have disposable plates, cups, and 
utensils in case water is scarce for washing dishes.​
 

●​ Medicines and First Aid: If possible, maintain a 30-day supply of essential 
prescription medications (talk to your doctor or pharmacist about an emergency refill 
to keep extras). Keep a well-stocked first aid kit including bandages, antiseptic, pain 
relievers (acetaminophen, ibuprofen), fever reducers, anti-diarrheal medicine, 
antihistamines, and any specific health supplies your family might need. For example, 
have spare inhalers for asthmatics, EpiPens for severe allergies, etc. Over-the-counter 
multivitamins are good to have if fresh food becomes limited.​
 

●​ Hygiene and Sanitation: Store extra soap, hand sanitizer, toothpaste, feminine hygiene 
products, diapers if you have babies, toilet paper, garbage bags, and plastic bucket(s) 
which can be fashioned into emergency toilets (lined with garbage bags) if plumbing 
fails. Include bleach for disinfecting and water treatment (unscented household bleach, 
5–8% sodium hypochlorite). A few boxes of heavy-duty contractor trash bags can serve 
many purposes (trash, toilet liners, rain ponchos, etc.).​
 

●​ Lights and power: Have multiple flashlights and LED lanterns with plenty of spare 
batteries. Headlamps are very useful for hands-free light. Include candles and 
waterproof matches/lighters as backup, but use candles with extreme caution due to fire 
risk. If you can, acquire a solar phone charger or hand-crank charger, and rechargeable 
batteries with a solar charger. A portable generator can be useful for short-term power – 
but do NOT use generators or charcoal grills indoors due to deadly carbon monoxide 
(CO) fumes. (More on generator safety in later sections.)​
 



●​ Communication gear: At least one battery-powered or hand-crank radio is essential to 
receive news if telecommunications are down. The radio should receive NOAA 
weather/emergency broadcasts if possible. Walkie-talkies (FRS/GMRS radios) for 
communication with neighbors can be invaluable if phones fail – get a few and extra 
batteries. If you have any amateur radio (HAM) operators in the community, coordinate 
with them and have a simple receiver to listen for ham radio updates. For secure 
communications, use Meshtastic nodes. Keep a written list of important phone numbers 
and addresses (family, neighbors, emergency services) in your kit.​
 

●​ Tools and miscellaneous: Basic tools like a knife, multipurpose tool (Leatherman), duct 
tape, work gloves, a shovel, and an axe or hand saw (for debris clearing or firewood) 
should be in your cache. A sturdy crowbar can pry open stuck doors or crates. Include 
rope or paracord, tarps (for emergency shelter or patching roofs), and plastic sheeting 
and tape (for sealing broken windows or rainwater catchment). Fire extinguishers (ABC 
type) should be in every home – ensure they are up to date, as fires are more likely 
when electricity is off (from candles, generator mishaps, etc.). Having a bicycle with tire 
repair kit is great for transport if fuel is unavailable. Cash money in small bills is also 
important – ATMs and cards may not work, so keep some cash for purchases or barter. 
Store important documents (IDs, insurance, medical info) in a waterproof folder as well.​
 

●​ Covid-19/Pandemic supplies (if relevant): In any disaster, disease can spread quickly. 
Keep face masks and hand sanitizer handy, and practice good hygiene, especially if 
living in close quarters with others. (This is primarily a cyber scenario, but one 
catastrophe can compound another.)​
 

These supplies will form the backbone of your survival in the initial days. Tip: Build your 
stockpile gradually if needed – for example, buy a few extra canned goods and a gallon of water 
each shopping trip. Use a checklist to ensure you cover all categories. A “disaster supplies 
calendar” can help you budget and accumulate necessities over time. Remember, the aim is not 
hoarding for yourself alone; it’s to ensure you can sustain your household and even share with 
neighbors in need until relief arrives or systems are restored. 

Household Emergency Plan 

Create a household emergency plan and discuss it with all family members or roommates. 
This plan should cover: how you will evacuate if your location becomes unsafe, where you will 
meet if you’re separated, how you will communicate, and what roles each person will assume 
during the crisis. 

●​ Evacuation and Shelter-in-Place: Identify the safest room or area in your home to 
shelter if you need to stay put (preferably an interior space, away from windows, where 
you can keep warm/cool). Also identify exits and have an evacuation plan if there is an 
immediate danger like a fire – know how to shut off utilities like gas, water, electricity if 
advised (for example, after a cyberattack some infrastructure like gas lines could be 



unstable). However, in a cyber-induced collapse, staying at home (sheltering in place) is 
usually safer and more feasible than evacuating long distances, unless you have a 
specific safe destination. Plan for both scenarios: if ordered to evacuate (due to 
secondary hazards like chemical spills or fires), have go-bags ready; otherwise, plan to 
remain and make your home a “resilience hub”.​
 

●​ Emergency “Go-Bags”: Pack go-bags for each family member in case you must leave 
in a hurry. These are backpacks containing basic supplies for 72 hours: water bottles, 
energy bars, a change of clothes, a space blanket, flashlight, first aid kit, important 
documents, and any critical personal items (inhalers, insulin and cooling method, etc.). 
Don’t forget supplies for pets in your go-bag (collar, leash, food). Keep go-bags by the 
door or easily accessible. Include a small portable water filter or water purification tablets 
in case you have to obtain drinking water on the go.​
 

●​ Family Communication: When phones are working, designate an out-of-area contact 
(a friend or relative in another region) whom everyone will try to notify that they are okay. 
Often in wide outages, local calls fail but sometimes you can get a call out to someone 
out-of-state – that person can relay messages. Have each person memorize or carry the 
phone number of the emergency contact. Also decide on a meeting point if family 
members are likely to be in different places when disaster hits (e.g., “If the grid goes 
down and we’re apart, we’ll all meet at the local library or Aunt Maria’s house”). If you 
have children, know the school’s emergency policies and authorize someone trusted to 
pick them up if you can’t.​
 

●​ Roles and Responsibilities: Assigning roles ahead of time helps avoid chaos. Decide 
who will handle what essentials during an emergency. For example, one adult is 
responsible for grabbing the go-bags and important documents, another fills bathtubs 
and containers with water immediately (if a collapse seems imminent), an older teen 
secures pets, etc. Within your household, consider skills: Who has first aid training? Who 
can operate a generator or camp stove safely? Make sure each person knows what 
tasks they will do initially. Also plan for home defense in a lawful manner – for instance, 
ensuring doors are locked and perhaps who will be awake as a fire watch or security 
watch on the first night of a major outage. Emphasize safety: no one should do 
something dangerous alone (like going out at night among panicked crowds). If firearms 
are kept for self-defense, ensure they are secured and that any handling is by 
responsible, trained adults in accordance with local laws. (This guide does not 
encourage weapons, but acknowledges some households have them – emphasize 
safety and legality above all.)​
 

●​ Home Hardening: Before a crisis, you can take steps to make your dwelling more 
resilient. Install smoke and CO (carbon monoxide) detectors with battery backups 
(especially important if you’ll use alternative lighting, cooking or generator later). Have 
fire extinguishers and know how to cut off utilities. If you’re in a house, consider surge 
protectors for appliances and even a whole-house surge suppressor – a cyberattack on 



the grid could cause power surges. If you live in a building with electric door locks or 
elevators, discuss backup plans with neighbors (like having someone check on elderly 
on upper floors if elevators fail, or propping doors open if safe). Secure heavy furniture 
and shelves to walls to prevent tip-overs in case of any physical tremors or if you have 
small kids. These measures overlap with general disaster-proofing (earthquake, etc.), 
and they reduce the chance of injury during chaos.​
 

Community Organization and Communication Plans 

Perhaps the most powerful preparedness step is organizing with your neighbors before 
anything happens. In a prolonged infrastructure outage, your immediate community will be your 
primary source of aid and security, especially when official responders are overstretched. Here’s 
how to build community resilience ahead of time: 

●​ Meet Your Neighbors: If you haven’t already, introduce yourself and get to know the 
people living around you. In a crisis, a sense of community trust is invaluable. Consider 
forming a neighborhood emergency preparedness group. This can start as simply as 
chatting about disaster scenarios at a neighborhood meeting, PTA, faith group, or online 
neighborhood forum.​
 

●​ Map Neighborhood Resources: Work together to map skills and resources in your 
community. Who has medical or military training? Who has tools (chainsaws, ham 
radios, Meshtastic nodes, generators, water purifiers, etc.)? Who might need extra help 
(elderly or disabled residents living alone)? Create a simple list or directory of this 
information for use in an emergency. Example: Appoint a “skills & resources captain” 
who keeps a spreadsheet of neighbors’ skills (nurse, electrician, bilingual translator, etc.) 
and key resources (like Mr. Lee has a well and spare water, the Rodriguez family has a 
large truck, the community church has a big freezer and kitchen). Knowing this in 
advance avoids wasted time when the crisis hits.​
 

●​ Block Captains: If you have a sizable neighborhood, designate block captains or floor 
captains (in an apartment) for every 10-20 households. Block captains act as liaisons – 
they check on families on their street, disseminate information, and coordinate help. In 
many community plans, block captains are assigned specific duties and are given simple 
tools like whistle, flashlight, and a list of people on their block. They can organize 
neighbors in light rescue or first aid until professionals arrive. Choose people who are 
responsible and calm under pressure. Teenagers can assist block captains as runners or 
helpers, which also keeps youth involved and less scared.​
 

●​ Communication Tree: Create a communication tree or phone chain for the 
neighborhood. This is a list where A calls B and C, B calls D and E, etc., to rapidly share 
urgent information. Even if phones go down in a cyber incident, an old-fashioned knock 
on doors approach can substitute – but having an organized list ensures no household is 



forgotten. Consider distributing two-way radios to block captains or having a plan to use 
car radios or a community bulletin board to post updates.​
 

●​ Condition Signaling: Establish simple signals for households to indicate if they need 
help. One proven method is giving each home three colored cards or ribbons: Green = 
OK, Yellow = Non-urgent help needed, Red = Emergency help needed. In a disaster, 
residents tape or hang the appropriate color outside their door or window. Block captains 
or roaming teams can then quickly assess who needs assistance. For example, after a 
cyberattack blackout, a green ribbon on the door means “we’re getting by,” a red cloth 
means “someone here is in trouble (medical or other emergency).” This low-tech signal 
system can save lives when communication is limited.​
 

●​ Neighborhood Emergency Plan: Work with neighbors to write a simple emergency 
plan for the community. Decide on a local gathering point if a meeting is needed (e.g. the 
parking lot of the school or a central park) and maybe a second backup location. Include 
plans for neighborhood security patrols, shared childcare if parents need to perform 
tasks, and how to collectively respond to likely scenarios (like if there’s a fire, or if 
someone hears of incoming relief supplies). Conducting an annual drill is highly 
recommended – a practice run where you simulate a blackout for a day, have block 
captains check on houses, and practice your communication methods. This will reveal 
gaps in your plan and build confidence. Debrief after drills to improve the plan.​
 

●​ Coordination with Authorities: Before a disaster, find out if your town has a 
Community Emergency Response Team (CERT) or similar volunteer program and 
consider joining it. CERT training gives civilians basic skills in disaster medical aid, 
search & rescue, fire suppression, and team organization. CERT members can be 
crucial bridges to official emergency services. At minimum, know the locations of the 
nearest police station, fire station, and hospital, and keep any emergency radio 
frequencies or public alert systems on hand. If your local government has an emergency 
text or siren system, sign up for it. In the event of a cyber crisis, official channels may be 
compromised, but any information you can get from local authorities (like where relief 
centers or charging stations are set up) will help your community’s response.​
 

By investing time in these preparations, you create a safety net that can catch everyone when 
the collapse happens. When neighbors organize and trust each other, they can share burdens, 
protect the vulnerable, and solve problems creatively. Mutual aid networks often spring up 
spontaneously after disasters, where community members share food, water, and skills without 
hierarchy. Pre-planning supercharges this process: instead of chaos, you’ll have a leadership 
structure and a culture of helping ready to go. As one emergency preparedness motto states: 
“The first 72 hours are on you.” The next sections will assume that disaster has struck – and 
walk you through what to do at each critical juncture, from the first day through the first year. 
Use your pre-crisis preparations to put these plans into action. Stay calm, stay safe, and 
remember that together your community can survive this. 



Phase 1: The First 24 Hours (Immediate Aftermath) 
Scenario: A massive cyberattack has just unfolded, and within minutes or hours, you notice the 
signs: the power is out across the area; phones and internet have gone dead; radio or TV 
broadcasts are silent or carrying emergency messages; water pressure is dropping; ATMs, gas 
pumps, and point-of-sale systems are nonfunctional. Perhaps there were initial surges or 
irregular behavior (e.g., lights flickering) and then a complete blackout. It’s now clear that a 
widespread infrastructure failure is happening. The first 24 hours of such a catastrophe are 
critical. During this period, people will experience shock and uncertainty. Emergency services 
will be overwhelmed or unable to respond everywhere at once. Your priorities in this phase are 
safety, information, and stabilization: make sure everyone is safe from immediate dangers, 
gather facts if possible, and secure basic needs to ride out the first night and day. 

Immediate Safety Check and Situational Awareness 

Check for immediate dangers in your surroundings. Power outages can create a cascade of 
hazards: fires from electrical surges or candles, carbon monoxide (CO) buildup from misuse 
of generators or grills, or even accidents due to lack of lighting. Take the following steps without 
delay: 

●​ Ensure personal safety: If you are indoors, find a flashlight or headlamp (avoid using 
open flames for light initially until you know there’s no gas leak). Check on anyone in 
your household – is anyone injured or panicking? Administer first aid as needed and 
address any serious injuries first (following basic ABC – Airway, Breathing, Circulation – 
principles for first aid). If there was an abrupt event (like an explosion sound or surge) 
that accompanied the blackout, be alert for structural damage in your building.​
 

●​ Eliminate fire and electrical hazards: Unplug sensitive electronics to protect them from 
potential power surges if the power blinks on and off. Turn off and unplug any electrical 
appliances or equipment that were running – not only to protect them but to reduce load 
and fire risk when power returns. If you were cooking on a stove, turn it off immediately 
to prevent a fire when power/gas comes back. If you smell gas or suspect a gas leak (a 
rotten egg odor), open windows and evacuate, then shut off the gas supply if you know 
how and it’s safe. Use a flashlight, not matches, in a gas leak environment. Keep a fire 
extinguisher handy if accessible.​
 

●​ Preserve refrigeration (if safe): If you have a freezer or refrigerator, keep the doors 
closed. A closed refrigerator can keep food safely cool for about 4 hours, and a full 
freezer can keep food frozen about 48 hours (24 hours if half-full). Every time you open 
it, you lose cold air. So plan to consolidate meals with what’s in there later, but for now, 
tape the fridge door shut as a reminder to family not to browse it.​
 

●​ Account for household members: Make sure everyone who was at home is okay. If 
someone was out (children at school, etc.), find out if they can get home or need pickup 



(keeping in mind that communication is down). Use your pre-arranged meeting point or 
communication plan. If you must go out to retrieve someone, consider the safety of doing 
so – traffic lights are out, causing dangerous intersections; there may be chaos or crime 
opportunists in some areas (though many people will simply be confused). Daylight 
retrieval is preferable to venturing out at night in a blackout.​
 

●​ Secure your home: With systems down, alarm systems and streetlights won’t function, 
which could invite opportunistic theft after dark. Before night falls, ensure doors and 
windows are locked. If you have close neighbors, communicate and consider a plan for 
monitoring your street at night in shifts (more on security below). However, avoid any 
aggressive or illegal actions – focus on deterrence (lighting, presence of people awake, 
etc.) rather than confrontation.​
 

Assess the situation as best as you can. Try to determine how widespread and severe the 
outage is: 

●​ Use a radio: Turn on a battery/hand-crank radio to get news. Emergency broadcast 
stations or NOAA weather radio might have announcements. Listen for any official 
instructions (such as “boil water advisory” or locations of emergency shelters). In a 
cyberattack, information may be scarce initially, but any news (even rumors) can help 
you gauge if this is a local outage or national crisis. If you pick up Emergency Alert 
System messages, follow any guidance given.​
 

●​ Observe the environment: Look outside – is power out everywhere in sight (dark 
skyline at night)? Can you see if neighboring districts or towns have lights? If you have a 
car and it's safe, you could turn on the car radio for news and to charge your phone 
slightly (though networks are likely down, but local radio might work). Keep car use 
minimal, since fuel cannot be pumped without power.​
 

●​ Check phones and internet: You likely already noticed phone service is failing. Try 
texting (SMS might go through intermittently even if calls don’t). If you have an old 
landline phone that doesn’t require power, see if it works (traditional wired phone lines 
sometimes still function on backup power for a while). Assume that for now, you are 
largely on your own for information beyond what you can hear on radio or from 
neighbors.​
 

●​ Community check-in: As soon as your household is stable, check on your neighbors, 
especially the elderly or those with medical issues nearby. Do this safely – during 
daylight if possible. If you have pre-arranged signals (like the green/red card system), 
observe them. This is a moment where simply knocking on the door and saying “Are you 
okay? Here’s what I know…” can greatly reduce panic. Gather any intelligence your 
neighbors might have (“My cousin uptown still has power” or “I heard an emergency 
vehicle say to boil water”). Sharing info prevents rumors from taking hold.​
 



Initial Assessment Checklist (0–24 hours) – ensure the following are addressed in the first 
day: 

●​ Life-threatening issues: Any severe injuries or fires in your vicinity are handled first 
(use fire extinguishers, call 911 if possible – though likely overloaded – and administer 
first aid).​
 

●​ Water storage: If the water is still running (it might be for a short time due to water 
towers or residual pressure), immediately fill bathtubs, sinks, and containers with tap 
water. This could be your last chance to collect safe water if pumps fail. Even water not 
safe for drinking (like from the water heater or bathtub) can be used for flushing toilets or 
washing. Tip: Your hot water heater tank is an excellent source of clean water (30–80 
gallons) – make sure power/gas to it is off, then you can drain it as needed. Store 
drinking water in pitchers or bottles and mark them.​
 

●​ Sanitation setup: Anticipate toilets may not flush if water pressure is lost. Line a toilet or 
bucket with heavy garbage bag plus some absorbent material (cat litter, sawdust if 
available) to create an emergency toilet for urine and feces. Have a supply of hand 
sanitizer at the ready for when water for handwashing becomes precious.​
 

●​ Food management: Take stock of perishable vs non-perishable food. As a rule, plan to 
eat perishable foods first (food in fridge/freezer). While the fridge stays cold for only a 
few hours without power, a freezer can preserve food for ~48 hours if unopened. You 
likely don’t need to start cooking everything immediately; keep doors shut and decide 
later in the day what needs to be cooked or shared. Consider a neighborhood barbecue 
later to use up thawing food, but wait to see the situation.​
 

●​ Lights and safety for night: Locate your lanterns, flashlights, and spare batteries 
before dark. Avoid candle use unless necessary, and if used, never leave them 
unattended (house fires often spike during blackouts from candle accidents). Physically 
place flashlights in key areas (bedrooms, kitchen, entryway) so that in the dark everyone 
can find one. If you have solar garden lights outside, you can bring them in at night for 
ambient lighting.​
 

●​ Heating/cooling: Depending on the weather, plan how to keep your home at a safe 
temperature overnight. If it’s winter and freezing, gather everyone into one room, bundle 
up in warm clothes and blankets, close off drafty areas, and consider safe emergency 
heat sources (if you have a fireplace or wood stove and know how to use it safely, 
prepare it; otherwise, body heat and insulation are your main tools – do NOT run grills or 
gas heaters indoors). If it’s summer and very hot, ensure ventilation (open windows if 
safe, find battery fans, and have water available to drink). Monitor infants and elderly 
closely for signs of hypothermia or heat stroke respectively.​
 



●​ Emotional reassurance: Finally, take a moment to reassure and calm your 
household. Especially for children, the sudden loss of all normalcy can be frightening. 
Explain in simple terms that the power is out due to an emergency, but you have plans to 
keep everyone safe. Keep your tone confident. Involve kids with simple tasks (like 
fetching flashlights or helping count food supplies) to give them a sense of control. Stay 
positive and focus on the immediate steps. Your calm leadership in this initial phase will 
set the tone – panicky behavior can spread anxiety, whereas a focused approach will 
inspire those around you to cooperate and follow the plan.​
 

First Community Actions 

Once immediate home needs are stabilized, the wider community actions in the first day can 
make a huge difference. If you live in a neighborhood or apartment building, collective efforts 
should start right away: 

●​ Initiate the communication plan: If you organized a phone tree or radio network with 
neighbors, activate it. Even if phones are down, go house to house (in daylight) or use 
whistles to get people’s attention. Hold a quick street meeting if feasible – maybe in the 
late afternoon when people have had time to absorb what happened. At this meeting, 
share whatever information anyone has (e.g., someone might have a working car radio 
with news, or another might know it’s a cyberattack affecting multiple states). Make a 
plan for the coming night: for example, designate teams or pairs to do neighborhood 
watches in shifts to keep an eye out for fires or suspicious activity. A visible presence 
can deter crime in the dark. If law enforcement is seen patrolling, coordinate rather than 
duplicate efforts.​
 

●​ Help those in need: Use the neighbor check-ins to identify anyone with urgent needs. 
Priority cases might include: individuals on life-sustaining medical devices (oxygen 
concentrators, etc.) that now lack power; people who rely on refrigerated medications 
like insulin; anyone who is mobility-impaired and might be trapped without elevator 
service. The community should rally to assist these people. For example, move a 
generator (if someone has one) or a car inverter to power an oxygen machine 
temporarily, or transfer an at-risk person to a location that has backup power (a hospital 
or clinic, if reachable). If someone has insulin that needs cooling, an interim solution is to 
put their insulin vials in a small cooler with ice packs from the freezer (use them while 
still cold). If no ice, use the evaporative cooling trick: wrap insulin in a wet cloth in a 
clay pot or even a damp sock – as the water evaporates it can keep the medicine a bit 
cooler than ambient air. Community members can help set these methods up. Also, if 
someone is alone and terrified, consider inviting them to stay with your family for the first 
night so they aren’t in the dark by themselves – emotional support is as important as 
physical.​
 



●​ Pool information and resources: Start taking stock collectively. If a few houses have 
working wells or generators, plan how those can serve others (e.g., a generator run for 
an hour at a neighbor’s house to charge critical devices or allow them to cook a quick 
meal). Identify who has extra batteries, who has water filters, etc. Many communities 
naturally begin sharing supplies at this stage – perhaps one family shares water from 
their rain barrel, another shares fresh veggies from their garden that will wilt soon, etc. 
This spirit of mutual aid is crucial. It’s wise to keep a written list as you go (a neighbor 
might volunteer to be “secretary” and jot down needs and offers).​
 

●​ Maintain law and order (lawfully): In the very first hours, crime is typically not rampant 
– most people are too stunned and many are fundamentally good and will not turn to 
looting unless desperation or opportunity encourages it. That said, visible community 
cohesion is a deterrent to crime. Research indicates that when neighbors are visibly 
present and caring for each other after a disaster, opportunistic crimes like looting are 
less likely to occur. So one of the best security measures now is simply: neighbors out 
on their porches or in courtyards talking, sharing flashlights, making it clear that “we are 
alert.” If you encounter law enforcement officers, let them know your community is 
organizing to keep watch and ask if there are any directives (they might tell you if there’s 
a curfew or specific threat). Do not spread unverified rumors about violence – verify 
what you can. If someone suspicious is lurking, your neighborhood watch team can 
politely make your presence known (“Hi, can we help you find something?”) – often this 
alone will discourage those with ill intent. Remind everyone: we will protect our homes, 
but we do not take the law into our own hands beyond what is necessary for 
immediate self-defense. Vigilantism or panic-driven aggression can lead to tragic 
mistakes. Stick together, keep lights on (like camp lanterns or even a safely monitored 
bonfire if appropriate), and log any incidents to report later.​
 

●​ Establish a routine checkpoint: It’s helpful to decide that, for example, every morning 
at 9 AM and evening at 6 PM, there will be a brief community check-in at a specific 
location (a cul-de-sac, lobby, etc.). This creates a rhythm for exchanging news and 
needs. In the first 24 hours, you might have an initial gathering in the evening to 
organize the night, and one the next morning to assess how everyone fared overnight.​
 

Mental and Emotional Health: The initial shock can cause anxiety, confusion, and even 
dissociative behavior. Normalize the emotional reactions – it’s okay to be scared or upset. Focus 
people’s energy on constructive tasks, as having something to do reduces anxiety. Encourage 
neighbors to check on one another through the night in a friendly way (“I have an extra candle if 
you need,” etc.). If someone is extremely anxious, have a calm person stay with them and 
reassure them. Keep children close, and maintain a calm demeanor in front of them. Perhaps 
initiate a simple distraction activity – e.g., have an elder tell stories to kids by flashlight, or sing a 
quiet song. Maintaining routine even in small ways (like having a regular snack time for kids or 
a bedtime ritual) helps psychologically. Remind everyone: the first night is the hardest because 
of the unknown, but we have gotten through day one. 



By the end of the first 24 hours, you want to have accomplished the following: no one in your 
community is in life-threatening peril without response; everyone has water and some food for 
the next day; basic sanitation needs are being handled; information (what little is available) is 
pooled and shared; the community has a game plan for night security and mutual support; and 
people have hope that by working together they can get through this. It’s important to rest if 
possible – encourage folks to sleep in shifts. Fatigue will make day 2 harder. If you’ve prepared 
well and handled the immediate aftermath calmly, you will set a strong foundation for the 
challenging days ahead. 

 



Phase 2: 24–72 Hours (Stabilization) 
As the crisis moves into its second and third day, the reality of the situation sinks in. The power 
and networks are still down. By now it’s clear this is not a minor outage – critical infrastructure 
remains offline. The initial adrenaline is wearing off, and communities face their first big hurdles 
of sustaining themselves without outside help. The 72-hour mark in disasters is often cited as a 
turning point: short-term emergency supplies (like the classic 72-hour kit) start running out, and 
any initial government response might begin to become visible (or in a worst-case scenario, still 
absent). The priorities in this phase shift to maintaining essential supplies, establishing 
routines for basic needs (water, food, sanitation), and strengthening community 
organization and security. It’s about moving from shock response to a more steady survival 
mode. 

Continuing Safety and Health 

During the 24–72 hour window, it’s critical to prevent small problems from escalating. Focus on 
health, hygiene, and injury prevention: 

●​ Water and Hydration: If municipal water stopped, most households will begin 
exhausting stored water within a couple of days, especially without conservation. 
Rationing drinking water is not recommended – everyone (especially children, nursing 
mothers, and ill people) should drink what they need. Instead, find new water sources. 
By day 2, organize a water collection team in the community:​
 

○​ Tap any remaining sources in-home: the hot water heater tank (turn off heat 
source and open the drain valve carefully – this can yield many gallons), melt ice 
from freezers, use water from toilet tanks (not the bowl, and only if no cleaning 
chemicals in it).​
 

○​ Rainwater harvesting: If it rains, set out buckets, bins, tarps or clean sheets to 
collect as much as possible. Even non-potable water can be used for washing or 
flushing.​
 

○​ Natural sources: Determine the nearest water source like a stream, pond, or 
lake. Plan for a water-fetching rotation – people with carts, wagons, bicycles, or 
vehicles if fuel allows can haul containers. Always assume surface water is 
contaminated biologically; treat all collected water before drinking. The simplest 
method is boiling: bring water to a rolling boil for 1 minute (or 3 minutes at high 
elevations). Let it cool and keep it covered. If fuel is scarce, use chemical 
disinfection: add plain bleach (5–8% chlorine) at a rate of 8 drops per gallon of 
clear water (or 16 drops if the water is cloudy), stir and let sit 30 minutes. Another 
method is using water purification tablets or tincture of iodine if available (follow 
package instructions). Filtering through a clean cloth first helps remove sediment. 
If someone has a camping water filter (especially a ceramic or membrane filter), 



put it to community use treating batches of water. Continue to clearly separate 
drinking water from other water (label containers). Also, to reduce water needs, 
minimize activities like strenuous work in midday heat and avoid very salty or 
protein-heavy meals that cause thirst.​
 

○​ Water distribution: Set up a central water distribution point in the neighborhood 
– e.g., one house’s porch can be the “water station” where people know they can 
get treated water at certain times of day. Boil or treat in bulk and then dispense 
into people’s containers. This encourages efficient use and monitoring of water 
safety. Keep drinking water storage vessels covered and clean.​
 

●​ Food Management: By the second day, unrefrigerated perishable foods may spoil. 
Inspect and salvage: use your best judgment (and sense of smell) to decide what to 
cook immediately and what to discard. Generally, any meat, poultry, fish, dairy or 
leftovers that have been above 40°F for more than 4 hours are unsafe. If it’s winter and 
sub-freezing outside, you can place food in a secure cold place outdoors or in an 
unheated room to extend its life (essentially using nature as your fridge). In heat, options 
are few – consume perishables quickly. Group Cooking: A highly effective strategy is to 
organize communal meals to use up food that would go bad. For example, on Day 2 
evening, neighbors could bring their thawed freezer meat and veggies to a block 
barbecue or stew. Not only does this feed everyone, it prevents waste and builds morale. 
Use camp stoves or charcoal grills outdoors only (never indoors due to carbon 
monoxide). If fuel is limited, cooking in groups is more efficient than each family running 
a stove separately. After perishables are gone, transition to non-perishables. Ration 
them wisely – since resupply is uncertain, institute a simple equitable sharing system if 
food is pooled. Note: It’s generally safe for healthy adults to consume half their usual 
calorie intake for a while; our bodies can adjust by burning fat stores. Children and 
pregnant women, however, should not have their nutrition restricted as much. So ensure 
kids and expectant mothers get enough of the available food. Avoiding “empty calories” 
is wise – use those precious carbohydrates and fats to fuel necessary physical work and 
keep everyone’s energy up. If possible, supplement diet with any fresh sources: perhaps 
someone has a garden with ripe produce or there are fruit trees in the area (pick them 
before they fall and rot). By day 3, hunger might set in for some; keep an eye out for 
anyone looking weak or skipping meals due to anxiety and encourage them to eat.​
 

●​ Cooking Safety: By now, alternative cooking methods are in use. Fire safety is 
paramount. Only use camp stoves, grills, or fires outside in a well-ventilated area. 
Appoint a fire safety volunteer each mealtime to oversee that cooking fires or grills are 
fully extinguished after use. If cooking indoors on a candle or canned heat (like Sterno) 
is the only option, do it with windows open and never leave it unattended. Remember, 
emergency rooms may be barely functional – a house fire or severe burn now would be 
devastating, so prevention is key.​
 



●​ Sanitation and Disease Prevention: With water scarce, sanitation challenges grow by 
day 3:​
 

○​ Toilets: If sewer service has not been restored (likely not in a total infrastructure 
outage), the community must manage human waste to prevent disease. Many 
people by the second day will have had to improvise toilets. If you haven’t 
already, dig a pit latrine for the neighborhood in a discreet location away from 
living areas and water sources (at least 200 feet from any natural water and 
downhill if possible). A simple pit about 2-3 feet deep and a foot or two wide can 
suffice for short-term; put a tarp or some kind of privacy screen around it. Each 
day, shovel a layer of dirt to cover waste in the pit to reduce odor and flies. 
Alternatively, continue using the two-bucket toilet method (one bucket for urine, 
one for feces, separating them reduces smell). Add sawdust, ash, or lime after 
each use to the feces bucket. Once a bucket is 2/3 full, seal it in a heavy bag and 
bury it in a hole away from gardens and water sources. Communities have to be 
meticulous here – a cholera or dysentery outbreak from contaminated water or 
filth could kill more people than the lack of food. Emphasize hand hygiene: set 
up a hand-washing station using a bucket with a spigot or a “tippy tap” (a jug of 
water tipped by a foot lever) and a catch basin, along with soap. If no running 
water, use diluted bleach water (1 teaspoon bleach in a gallon of water) to 
sanitize hands or at least hand sanitizer frequently. Make sure hand-washing is 
done after using the toilet and before any food handling. If someone has a supply 
of disposable gloves, they can be used when handling others’ waste or trash.​
 

○​ Garbage: Garbage pickup is obviously halted. Each household or the community 
should designate a garbage disposal plan. Ideally, organic waste (food scraps) 
can be composted in a trench or bin rather than left out to attract pests. 
Non-biodegradable trash can be stored in securely tied bags or containers and 
piled in a single location (away from where children play). If absolutely necessary 
and safe (no fire hazard), you might burn some trash in a barrel, but do not burn 
plastics or anything that creates toxic smoke near homes. Keep areas clean as 
possible – flies and rats breed quickly in unsanitary conditions, which then spread 
disease. In this short term, focus on removing refuse and preventing stagnant 
water (which breeds mosquitoes).​
 

○​ Medical issues: Treat any minor wounds properly now to prevent infection. 
Clean cuts with your dwindling clean water or antiseptic and cover with sterile 
bandages. If someone gets a fever, isolate them somewhat in case it’s 
contagious, and treat with fever reducers from your first aid kit. Lack of sanitation 
could cause diarrheal illness; if anyone develops diarrhea, ensure they rehydrate 
with safe water mixed with a pinch of salt and sugar (makeshift oral rehydration 
solution). Keep an eye on anyone with chronic illness – by day 3 some may be 
running low on medications (e.g., a diabetic might be close to running out of 
insulin). The community should make a plan: perhaps day 3 is when two healthy 



individuals will attempt to travel to any open pharmacy or clinic in search of 
meds. But such trips must be weighed against fuel use and security. If you have 
a battery-powered radio, this is a time to listen for public health advisories like 
boil-water orders or locations of emergency medical centers.​
 

Information and Communication 

By 72 hours in, information is both scarce and desperately needed. Rumors may start to 
circulate (“I heard the government is collapsed” or “Relief trucks are coming tomorrow”). The 
community should handle information deliberately: 

●​ Stay informed via radio: Continue to monitor any stations on the radio at scheduled 
times (top of the hour news, etc.). The authorities, if functioning, will likely broadcast 
updates. You might learn if the cyberattack is ongoing or contained, which areas are 
hardest hit, and guidance like curfews or assistance locations. For example, you might 
hear an advisory to boil water (common after infrastructure disruptions), or information 
that the power grid is being worked on and an estimated restoration time (though in this 
scenario it could be very vague). Share any credible information with the group at your 
check-in meetings. It helps keep hope alive to know that the situation is recognized 
widely and that efforts (however slow) are being made to fix it.​
 

●​ Local communication: By day 2 or 3, your community communication plan (runners, 
bulletin board, etc.) should be in full swing. If you established a bulletin board (even just 
a piece of cardboard) at a central spot, use it to post written notices: e.g., “Next water 
boil at 5 PM behind building 3,” “Meeting at 7 AM tomorrow,” “To John Doe: your wife is 
at community center shelter – message received via radio.” Encourage neighbors to 
leave notes if they have to leave the area for some reason. If phones have very limited 
service, maybe designate one person to periodically text an out-of-town contact for any 
news and then distribute that news.​
 

●​ Connectivity tricks: If you have a car and a charged phone, you can attempt to get 
within range of any functioning cell tower or Wi-Fi hotspot. Sometimes during disasters, 
one carrier might have limited service or an emergency network might pop up (for 
instance, FirstNet for first responders, though civilians can’t access it). It might be a long 
shot, but someone might consider driving to a high elevation or edge of town to see if a 
signal can be acquired to fetch emails or news on a smartphone. Prioritize this if you 
have a critical need (like checking on relatives or getting guidance for a medical 
emergency via internet). However, conserve fuel – don’t have everyone driving around 
aimlessly looking for signal. Perhaps one car does a reconnaissance mission and shares 
what they find.​
 

●​ Community networking: If other neighborhoods near you have organized, consider 
reaching out. For instance, by day 3 you might send a small team on bicycles to the next 



community over to exchange news or trade supplies (only if it’s safe – use daylight and 
caution). Building a broader network can help; maybe a neighboring area has a working 
well or spare batteries, and you have extra food, etc. Keep such interactions peaceful 
and cooperative. This is where any pre-disaster connections (like a church network or 
CERT network across town) pay off – you might already know the leader in the next 
neighborhood to coordinate with.​
 

●​ Managing rumors: In absence of official info, rumors will fly. Designate a level-headed 
person or two in the community as the “information coordinators” to vet and confirm 
reports before the community acts on them. For example, if someone hears “the water is 
poisoned” or “the grocery store is giving away food,” check it out quietly rather than 
sending everyone on a panic run. Stick to sources like radio, or firsthand observation. It’s 
okay to say “We don’t know yet” to many questions. Unfounded rumors can lead to 
misallocating effort or even conflict.​
 

Community Organization and Security 

At 2–3 days in, your community’s social organization will be tested. The novelty has worn off; 
exhaustion, frustration, or conflicts might start emerging. It’s crucial to reinforce cohesion and 
good governance now. 

●​ Leadership and Meetings: By now, informal leaders may have emerged – people who 
are coordinating water, food, security, info, etc. Formalize it a bit if needed: perhaps 
create a small “community council” representing different groups (e.g., one apartment 
building chooses a rep, or one person per 10 houses). This council can meet more 
frequently to solve problems and then communicate decisions to everyone. Ensure 
diversity in leadership – include women, seniors, and any minority groups so that all 
voices are heard (this prevents feelings of exclusion or unfairness). Keep leadership 
accountable and transparent: hold short community-wide meetings at least once a day 
to update everyone and allow questions or input. Make decisions by consensus as much 
as possible, or at least explain why certain actions are being taken. This inclusive 
approach maintains trust and prevents rumors of favoritism. It also taps more brains for 
creative solutions. The ethos should be “we’re all in this together.”​
 

●​ Task Teams and Rotations: Likely, you have teams handling certain functions: a water 
team, a food/prep team, a security/watch team, a sanitation team, etc. Ensure 
people are not overworked; institute rotations so everyone gets rest. For example, night 
watch shifts should rotate so the same few aren’t up every night (lack of sleep leads to 
mistakes). If someone is physically strong and has been hauling water for two days 
straight, assign someone else to take over on day 3. Likewise, spread out less pleasant 
duties (like latrine digging or trash gathering) so no one group is stuck with it constantly. 
Encourage a buddy system for potentially dangerous tasks (e.g., collecting firewood 
outside the community, going to find supplies) – no one should go alone. Write down 



these duty rosters on the community board so everyone knows who’s responsible for 
what on a given day.​
 

●​ Lawful conduct and conflict resolution: By 72 hours without outside authority, some 
individuals might become frustrated and consider taking matters into their own hands (for 
instance, a few might suggest going to raid a closed grocery store or arming themselves 
against a rumored threat). It is essential to uphold law and order within your group to 
prevent a spiral into chaos or violence. Reinforce an agreement that the community will 
not tolerate theft, assault, or any form of lawlessness. If a conflict arises (say, someone 
accuses another of not sharing food or of stealing fuel), address it in a community forum. 
Perhaps form a small “mediating committee” of respected neutral neighbors to hear 
disputes. Remind everyone that even though police presence is minimal, any serious 
crimes will eventually be prosecuted – and more immediately, that violence will only 
weaken the community. Aim for peer pressure in a positive sense: everyone should 
know that the group is watching out and will intervene if someone endangers others. So 
far, hopefully crime has been low – studies of disasters show that while there are 
exceptions, communities generally see more cooperation than crime in initial phases. 
Keep that spirit going by taking care of each other’s needs so desperation doesn’t breed 
misbehavior.​
 

●​ External security: By day 3, if the outage is widespread, some areas might experience 
incidents of looting or vandalism, especially commercial areas or wealthier districts. Your 
residential community might still be off the radar for such trouble, but don’t be 
complacent. Continue neighborhood night patrols in pairs or small groups (flashlights 
and maybe a loud whistle or air horn to call others if needed – establish a distress signal 
like three whistle blasts). The goal is visibility. If troublemakers see organized neighbors 
with lights and a means to call others, they’ll likely move on. If you encounter someone 
attempting theft, do not use lethal force except as an absolute last resort in 
self-defense. Remember, property can be replaced; a violent confrontation can escalate 
and cause irreparable harm or even lawful trouble later. Instead, shine lights, make 
noise, and gather people – often that sends thieves running. Work in coordination with 
any official presence: if at this point the National Guard or local police have started 
patrolling, you can reduce your patrols, but maybe assign liaisons to talk to them and 
share info.​
 

●​ Protecting the vulnerable: Ensure that those most at risk – the elderly, disabled, 
children – are integrated in community protection plans. For example, if doing night 
watches, make sure someone also checks quietly on seniors’ homes to ensure they’re 
comfortable and not in distress. Have a system for any medical emergencies: by day 3, if 
someone in the community, for instance, needs dialysis or has life-threatening condition, 
this is when tough decisions might come (do we transport them to a hospital, even 
though fuel is low?). As a community, discuss contingency plans, like identifying who has 
a vehicle with fuel and can drive a medical case to a functioning hospital (if any hospital 
has backup power, it might be a bit away but life-critical to get there). During the 



meeting, explicitly ask if anyone is running out of essential medicine or care; prioritize 
finding help for them.​
 

●​ Psychological support: 72 hours in, mental fatigue and emotional strain show. Some 
might feel despair (“Will this ever end?”), others anger. Implement psychological first 
aid principles: listen to people’s concerns, give accurate information about what is 
known, and convey that their feelings are normal under the circumstances. Encourage 
support networks – maybe set aside a few minutes each evening for people to talk 
about what they’re grateful for or any small good news (did someone manage to contact 
a relative? Did a baby in the community smile today?). It sounds trivial, but maintaining 
hope and solidarity is crucial. Also be aware of tension: sometimes small grievances 
can blow up (like “He got more water than me”). Address them by reinforcing fairness – 
e.g., establish clear rationing if needed to show equity. If someone is really struggling 
emotionally (say, having panic attacks or shutting down), don’t leave them isolated. Have 
neighbors check in, maybe give them a simpler task to do to occupy them, or if spiritual 
resources are important (prayer, etc.), facilitate that.​
 

By the end of 72 hours, your community should aim to have a stable daily routine for water 
collection/purification, meal preparation, sanitation, and security. Each person should know 
where their next drink and meal are coming from (even if meager), and who to turn to for help 
with various issues. The situation is still very challenging – supplies are dwindling and no 
outside rescue has arrived – but survival is possible because of the systems you’ve put in 
place. The community has in effect become a tiny self-governing unit, keeping people alive and 
as healthy as possible. This stage is about treading water and preventing deterioration. Next, 
as it becomes clear that the crisis will extend further, you will transition to more adaptive, 
long-term measures to sustain the community in the coming weeks. 

 



Phase 3: Day 4 to 2 Weeks (Adaptation and 
Resourcefulness) 
As the outage and infrastructure collapse extends into multiple days and up to two weeks, 
communities enter a phase of adaptation. Initial emergency supplies are running low or have 
been exhausted. If external assistance has not arrived in force by now, it likely means the 
disaster is truly widespread and all regions are in similar straits. Alternatively, some limited relief 
may have begun (perhaps local authorities set up water distribution points or a Red Cross 
shelter in town), but for many, day-to-day life is far from normal. This period tests the 
community’s creativity, endurance, and solidarity. It’s about finding sustainable ways to meet 
needs: producing or scavenging new resources, refining the systems you set up earlier, and 
preparing for the possibility of an even longer haul. Governance and social cohesion also face 
challenges as fatigue and disagreements accumulate. Here’s how to navigate weeks 1–2: 

Securing Water and Food for the Long Haul 

Water: By now, all easy stores of water (like stored gallons, water heater reserves, etc.) are 
likely used up. The community should implement a sustainable water sourcing plan: 

●​ Natural water procurement: If you identified a stream, pond, or well previously, this is 
now a lifeline. Institute a schedule for water collection trips – early morning is often cool 
and easier. Use any available wheels (carts, wagons, bikes with panniers) to carry more 
water per trip. Ensure safety on these trips; if the source is outside your immediate 
community, send at least two people and consider security (though people at large might 
be peaceful, water could become a contested commodity in extreme cases).​
 

●​ Rain catchment expansion: If the climate offers periodic rain, invest effort in collecting 
as much as possible when it does. Rig up tarps or clean sheets on rooftops channeled 
into barrels. Even building a simple frame with a plastic sheet that funnels rain into a tub 
can yield many gallons in one rain shower. If no proper containers, use clean garbage 
bins, kiddie pools, anything that holds water (then transfer into covered containers to 
store).​
 

●​ Purification on a larger scale: Boiling water for dozens of people every day consumes 
vast fuel. If fuel is critically low, pivot to alternate treatment: use calcium hypochlorite 
(pool shock) if available to make disinfecting solution, or solar disinfection (SODIS) for 
small quantities – filling transparent bottles with water and leaving them in direct sun for 
a full day can kill many pathogens via UV, though this method is less reliable for murky 
water. If you have constructed a slow sand filter or bio-filter from buckets, use that to 
pre-filter water (it can improve taste and remove some contaminants but still needs 
disinfection after filtering). Maintain strict separation of “raw” water and “treated” water 
containers to avoid cross-contamination. Also be mindful of chemical pollutants; a 
cyberattack might cause industrial incidents (like water could be contaminated with 



toxins if a treatment plant malfunctioned). Boiling or bleach does not remove chemical 
toxins. If you suspect chemical contamination (strange odor, oily sheen, or an advisory 
you heard about), seek alternative sources or use activated carbon filtration if available.​
 

●​ Usage management: Continue to conserve water where possible. Use greywater (e.g., 
water used for rinsing clothes or bodies) for flushing waste or watering plants; don’t 
waste a drop. If it’s hot, prioritize drinking and minimal hygiene; if it’s cold, still ensure 
hydration and use melted snow if available (but never eat snow without melting – it 
lowers body temp too much). Remind community members that staying hydrated is 
non-negotiable – dizziness, dark urine, and weakness are signs of dehydration to watch 
for.​
 

Food: Two weeks without resupply will push communities toward rationing and improvisation: 

●​ Rationing and sharing: By now, you should have a communal sense of how much food 
is left in the community. If some households still have ample stores and others have 
none, encourage a sharing economy – many will share voluntarily when they see 
others struggling, especially if social cohesion is strong. It may be necessary to set up a 
common food pantry: a collection of food resources that trusted individuals manage 
and distribute equitably. This can ensure no one starves while others have excess. 
However, personal property rights should be respected; this is voluntary for the greater 
good. Emphasize that food is a community resource in this emergency and everyone will 
remember who helped and who hoarded. Often peer pressure and empathy suffice to 
get cooperation.​
 

●​ Foraging and local production: Depending on your location (urban vs rural vs 
suburban), opportunities differ:​
 

○​ In rural or semi-rural areas, foraging might include hunting small game 
(squirrels, rabbits, birds) if lawful and desperate – but use caution and legal 
judgment; in many places, discharge of firearms or hunting without license is 
illegal, but survival situation may blur priorities (still, try to keep it within reason 
and safety). Fishing in local water bodies is an excellent option if available – fish 
can provide much-needed protein; ensure any catch from potentially polluted 
water is properly cooked and consider safety (some industrial chemicals 
concentrate in fish, but short-term, protein may trump that concern). Also forage 
wild edible plants, nuts, berries if you know how to identify them safely. Rural 
folks might have stored animal feed or grains which, in a pinch, could be 
processed for human consumption (for example, livestock corn can be 
nixtamalized and ground if one has knowledge, or at least boiled thoroughly).​
 

○​ In urban areas, “foraging” may mean scavenging from closed stores or 
warehouses. This is legally problematic – essentially looting – which we aim to 
avoid. However, by day 5–7, if official relief is nowhere and there are literally 



supplies sitting behind locked doors that could save lives, communities may face 
ethical choices. The best approach is to coordinate with authorities if possible 
– e.g., if you locate a small grocery or food distributor, try to see if police or the 
owner are around to authorize distribution. If not, some communities in disasters 
have organized controlled, respectful break-ins to retrieve essentials, 
documenting what was taken to compensate later. If it comes to this, do it in 
broad daylight with community consensus, take only what’s needed, and secure 
the rest to protect from spoilage or misuse. This prevents chaotic looting and 
maintains some moral high ground. But only consider this if truly needed for 
survival and no alternative exists.​
 

○​ Urban gardening: By two weeks, you can’t grow significant new food yet, but 
you can start. If seeds are available (from stores, kitchens, community gardens), 
plant fast-growing crops: radish (ready in ~30 days), lettuce, spinach, turnips, 
bush beans (~60 days), etc. Use any available soil (parks, yards, planters). Also 
consider sprouting edible seeds (alfalfa, beans, etc.) – sprouting can produce 
nutritious greens within a week using just water and a jar. It’s a great way to get 
vitamins when fresh produce is scarce. Teach people how to sprout beans or 
grains; it requires daily rinsing but little water overall.​
 

○​ Livestock and animals: If any community members have chickens, goats, or 
other livestock, these become very valuable. Chickens provide eggs regularly – 
ensure they have feed (they can free range somewhat, but supplement with 
kitchen scraps and cracked corn if you have). Protect them from theft and 
predators by communal effort. Goats provide milk; again, ensure feed and milking 
schedule. It might be wise to keep animals in a central secure pen and have a 
team care for them, distributing milk/eggs to contributors fairly. Avoid slaughtering 
breeding animals early on – ongoing production is more valuable than one-time 
meat (unless starvation is imminent).​
 

●​ Cooking adaptations: Fuel for cooking may be a major issue by now. Propane or gas 
cans might be empty, charcoal used up. Time to get resourceful: use wood fires if wood 
is available (fallen branches, scrap wood – never treated wood with chemicals if 
cooking). Construct a makeshift rocket stove or efficient fire pit to conserve wood. Solar 
cookers can be made from foil and cardboard to at least heat or boil foods on sunny 
days. If you have minimal fuel, focus on foods that can be eaten cold or soaked (e.g., 
soak beans longer so they cook faster, or sprout them to eat without full cooking). If 
communal meals are still happening, maybe reduce to two meals a day to save fuel and 
food (a late morning meal and an evening meal, for example). People can handle that if 
the calorie content is sufficient overall.​
 

●​ Nutrition and health: At 1–2 weeks, nutritional deficiencies can start if diet is 
unbalanced. Scurvy (vitamin C deficiency) could be a risk if no fresh fruit/veg – hopefully 
someone has vitamin supplements or canned fruit juice. If not, try to find wild sources of 



vitamin C (pine needles boiled into tea, wild greens, etc.). Keep an eye on vulnerable 
individuals like children – are they eating enough? Also watch for significant weight loss 
or lethargy in anyone; that’s a sign to adjust rationing or find more food. If any communal 
stocks remain (e.g., someone had a bag of rice left), you may need to implement ration 
cards or scheduled distributions to ensure fairness and stretch supplies.​
 

Shelter, Warmth, and Safety 

After a week or more, living conditions may degrade: 

●​ Shelter maintenance: Check homes for any issues. Without electricity, some buildings 
might develop mold (no A/C in humid climate), or minor damages might have gone 
unrepaired (like broken windows from initial disturbances). Make basic repairs as a 
community – cover broken windows with plastic or wood to keep rain out, for example. If 
some residences have become uninhabitable (perhaps due to a fire or unsafe structure), 
consolidate those people into others’ homes. Use community spaces (a church, school, 
or community center) if they have a means for cooking or heating – group shelters can 
pool resources, though be mindful of disease spread if many people sleep in one area.​
 

●​ Heating/Cooling: Two weeks can span significant weather changes. If in cold season, 
by now any backup heating fuel (propane, kerosene) could be gone. Rely on wood 
burning if possible and safe. Perhaps organize a wood collection from nearby dead 
trees or scrap. Assign a safety person to monitor any indoor fires (like fireplaces) and 
carbon monoxide risk. If you rig a wood stove or barrel, ensure ventilation. In dire cold, 
consider group sheltering: it may be efficient for several families to sleep in one house 
around one stove (body heat and focusing heating efforts). Distribute blankets, coats, 
etc. If someone has a generator and a bit of fuel left, maybe run it one night at a safe 
location as a warming center for folks to rotate through – but that fuel might be better 
saved for other uses unless extreme cold. In hot climates, by two weeks water and 
electrolytes and rest are the main defenses against heat stroke. Perhaps set up a cool 
room in a concrete building or underground space where people can take refuge in peak 
heat. Use spray bottles or damp cloths on skin for evaporative cooling. Use the 
evening/morning for labor, midday for rest.​
 

●​ Lighting: Most batteries for flashlights may be dead or very low. Candles might be 
nearly gone. Adapt by using makeshift lamps: e.g., a small amount of cooking oil in a 
jar with a wick (improvise a wick from cotton string or even a twisted strip of cloth) makes 
an oil lamp. They’re dim but better than darkness – and attended carefully to avoid fire. 
Firewood can be used for torches outside if needed, though that’s not ideal. Normalize 
the darkness – people’s eyes adjust, and maintaining a strict day-night circadian rhythm 
can help keep morale (sleep at night if possible).​
 



●​ Security and law enforcement: By the end of week 1 and into week 2, the security 
situation might evolve. If the outage is still widespread, any initial shock may be turning 
into frustration or lawlessness in some quarters. Conversely, authorities might have 
deployed National Guard or more police by now in some areas to maintain order or 
prevent violence. For your community, continue the neighborhood watch. If organized 
gangs or looters haven’t appeared by now, they likely won’t unless truly desperate 
individuals roam in search of food. Your best defense is still strong community 
presence and helping each other so no insider becomes desperate enough to do 
something regrettable. Should any violent scenario arise (like armed criminals come to 
rob supplies), your community should have a plan: ideally avoid confrontation. Hide 
whatever critical supplies you can (don’t advertise your stockpile). Have an escape route 
or safe room for children and vulnerable if something scary happens. If you have legally 
owned firearms within the community and decide to use them defensively, ensure only 
the most trained, level-headed adults handle them. Fire only as a last resort to protect 
life. Remember that after normalcy returns, any misuse of weapons could be legally 
scrutinized. It’s better to deter or de-escalate if at all possible (e.g., by making it clear 
your group is large and prepared, which might cause opportunists to back off). Keep 
close connection with any official law enforcement presence: if the police set up any 
communication point (like periodic patrol or a known post), try to make contact every 
couple days to exchange info and report incidents. They might also share when relief is 
expected.​
 

Community Governance and Solidarity 

Fatigue and strain can cause rifts. Keep nurturing the community spirit: 

●​ Conflict resolution: By two weeks of hardship, arguments may erupt – maybe over 
resource allocation, leadership decisions, or personal grievances amplified by stress. 
Address these promptly. Hold a community meeting specifically to air concerns if 
needed. Use a talking-stick approach: let people speak without interruption, and have 
mediators help find solutions. Often conflicts in disaster come from misunderstandings or 
feeling unheard. Ensuring transparency in decisions (like how food is rationed) and 
giving everyone a voice can defuse resentment. Reinforce the common enemy is the 
situation, not each other. It can help to recall successes: “We’ve kept everyone alive for 
14 days – that’s thanks to all of us working together.”​
 

●​ Rotating leadership / preventing burnout: If one or two people have been in charge 
this whole time, they are likely exhausted. Spread leadership tasks. Encourage those 
individuals to rest and others to step up. This not only shares the load but also prevents 
power dynamics from souring. Sometimes a leader might cling to control in a crisis; 
kindly ensure they get a break. Conversely, ensure critical tasks are still done when they 
rest by having deputies or assistants.​
 



●​ Inclusion and mutual aid: Check that no subgroup in the community is being neglected 
or marginalized. For example, if there is a non-English-speaking family, are they fully 
informed? If there are very poor households who ran out of everything early, are they 
being cared for or treated as a burden? Re-emphasize your community values: 
everyone’s life has equal value, and we survive by helping each other. If at this stage 
new people wander into your area seeking help (for instance, someone from a 
neighboring area that collapsed worse), treat them humanely. Set boundaries (you can’t 
feed an unlimited number of outsiders), but if you have capacity, extend some charity – 
even if just giving a drink of water and information. Many communities find that helping 
others boosts morale and sense of purpose. Just balance it with your own needs.​
 

●​ Rituals and morale: Two weeks in, people crave some sense of normalcy or hope. 
Establish small rituals or activities. Maybe a communal prayer or reflection every 
Sunday if the community is inclined, or a simple “community dinner” every few days 
where everyone tries to eat together and share stories. If musically inclined folks are 
around, perhaps an acoustic guitar session to lift spirits. Engage children in games 
(improvise toys, let them play safely together – laughter of kids can lift the whole group’s 
mood). Recognize and celebrate tiny wins: someone’s birthday, a baby’s first step, 
catching a fish, or just making it two weeks. This isn’t frivolous – mental resilience is 
bolstered by finding meaning and joy even amid hardship.​
 

●​ Psychosocial support: Keep encouraging people to talk about their feelings in a 
supportive environment. By now, some may have moments of breakdown or grief 
(especially if anyone has lost loved ones or if the sheer uncertainty is grinding them 
down). Peer counseling in simple forms (listening, empathy, hugging, saying “we will get 
through this together”) can stave off severe depression or anxiety. Watch out for anyone 
showing signs of traumatic stress (nightmares, withdrawal, irrational anger). Use buddy 
systems so everyone has someone checking on them daily. If someone is really 
struggling and you’ve heard that formal mental health help is available at a relief center, 
consider arranging for them to go there if feasible. Also be mindful of domestic issues – 
stresses can cause increased domestic violence as studies show post-disaster. Create a 
safe environment for anyone facing that: the community should not tolerate abuse. Set 
up a private way someone can seek help if they feel unsafe in their household and be 
prepared to intervene or provide shelter for them.​
 

At the end of two weeks, if the crisis persists, your community will have transformed in many 
ways. It might have a proto-government (council), a mini logistical supply chain (water/food 
collection and distribution), and a culture of mutual aid and survival. People will be tired and 
conditions harsh, but there is pride in making it this far. Hope might be flickering or it might be 
growing if signs of recovery are visible (for example, maybe by week 2 the power utility has 
managed to re-energize certain zones or at least one cell tower is back allowing limited 
communication). It’s crucial to keep spirits up by focusing on goals (e.g., “if we can hold out one 
more week, maybe the situation will improve”). The next phase – one month and beyond – will 



involve either transitioning to external aid and recovery or doubling down on self-sufficiency if 
help is still distant. 

 



Phase 4: 1 Month (Sustained Community Survival) 
Reaching the one-month mark in a collapsed infrastructure scenario is a significant milestone. 
By now, the initial disaster has turned into a protracted struggle. Some regions might have seen 
partial restoration of services, but let’s assume your community is still largely off-grid, or at best 
experiencing intermittent recovery (perhaps power comes back sporadically or a trickle of 
external aid has begun). A month in, the community’s challenge is to convert crisis 
improvisation into a semi-stable way of life. It’s about improving efficiency, repairing or 
improvising infrastructure, and preventing attrition of health and order. This period also often 
sees a shift in mindset: from waiting for things to return to normal, to proactively building a “new 
normal.” Long-term issues like schooling for children, large-scale sanitation, and economic 
exchange start to loom. Below are key aspects to manage at the one-month point: 

Expanding and Repairing Critical Systems 

After four weeks, some adaptation measures need scaling up or refining: 

●​ Water systems: If your bucket brigades and boil routines have been working, consider 
upgrading. Is it possible to rig a more permanent system? For example:​
 

○​ Build a rainwater catchment on rooftops feeding into clean barrels with spigots 
for easy access. Perhaps connect gutters (if intact) to barrels and cover them 
with mesh to reduce mosquito breeding.​
 

○​ If a natural spring or well is in reach, maybe allocate resources to repairing an old 
manual pump or creating a pulley system to draw water more efficiently than 
hauling buckets.​
 

○​ If any plumbing in houses can be re-purposed, do it: e.g., use existing pipes to 
funnel collected water to multiple apartments by gravity, or reconnect toilet 
plumbing to a communal soakaway pit if feasible.​
 

○​ Reassess purification fuel usage: if wood is nearly gone, perhaps someone 
acquired more bleach or an alternative like a homemade charcoal filter plus solar 
disinfection combination. At this stage, consistency is vital; everyone might be 
tempted to slack on boiling after weeks of no visible illness, but waterborne 
disease can hit suddenly. So keep up discipline.​
 

●​ Food systems: The community should now actively pursue semi-sustainable food 
sources:​
 

○​ Gardening/Farming: Seeds planted in the first weeks might be sprouting. Tend 
those gardens diligently – they are symbols of hope as well as future nutrition. 
Perhaps expand if possible: prepare more soil, start composting organic waste to 



fertilize (composting toilets or pits begun earlier will yield fertilizer eventually, but 
that’s long-term). Quick yield: microgreens and sprouts can continuously provide 
some fresh nutrition. Longer term: if you find seed for staple crops (corn, beans, 
potatoes), try to plant some for harvest in a few months, anticipating the crisis 
could last or repeat.​
 

○​ Forage partnerships: By now, you might have established contact with rural 
suppliers. For instance, if your community is in a town near farmland, perhaps 
farmers are willing to barter crops or milk for labor or other goods. Barter 
economy really kicks in now (more on that later). Organize safe expeditions to 
trade with outskirts communities – e.g., go help a farm with harvest in exchange 
for a share of produce.​
 

○​ Small livestock: If possible, initiate raising fast-breeding, low-maintenance 
animals like rabbits or chickens if you can obtain them. A trio of rabbits can 
produce offspring to eat within a few months. Chickens provide eggs. At 1 month, 
maybe someone managed to get a few chicks; set up a coop (salvage wood and 
fencing).​
 

○​ Fisheries and hunting: Evaluate sustainability; if you’ve been fishing the same 
pond heavily, rotate or find other ponds to avoid depleting one. Same with 
hunting – don’t wipe out local wildlife. Work with surrounding communities to set 
informal game limits if needed.​
 

○​ Community kitchen: Consider centralizing cooking if fuel remains an issue. A 
community kitchen where one big fire cooks for many can save wood. People 
can bring their rationed ingredients and collectively cook stew or bake if someone 
built a mud oven, for example. This also ensures equal access to hot meals.​
 

○​ Food preservation: If you do get a surplus (say a farmer bartered a lot of 
vegetables), preserve them for future scarcity. Without fridges, use methods like 
drying (sun-dry produce or build a simple dehydrator), smoking meat or fish, 
pickling in salt or vinegar if available, and making jams from fruit (requires sugar 
and some heat). This prevents spoilage and creates a buffer stock. Communities 
historically survive lean times by storing in times of relative plenty, and your 
group should too, even within this crisis.​
 

●​ Energy and power: One month in the dark – literally and figuratively – is rough. See if 
you can scavenge or repair any alternative energy sources:​
 

○​ Solar power: Are there any solar panels in the community (maybe lawn solar 
lights, RV panels, or traffic sign panels)? If yes, redeploy them to charge batteries 
or devices. Even a small 50W panel can charge phones, radios, or a car battery 



(with proper regulator).​
 

○​ Human-powered: Perhaps construct bike generators if parts allow – hooking up 
a bike to a motor to charge batteries when pedaled. People could rotate to 
pedal-charge a communal battery bank.​
 

○​ Generators maintenance: If any fuel remains for a generator, consider using it 
sparingly for critical tasks like powering a water pump for an hour or charging 
medical device batteries. By now, gasoline may have gone bad (month-old gas is 
okay, but if many months then stabilizers are needed); also oils in generators 
might need checking. Identify any mechanically inclined members to maintain 
machines.​
 

○​ Lighting: Possibly craft more oil lamps or torches for communal spaces at night. 
If beeswax or tallow (animal fat) can be rendered, new candles can be made. A 
large community fire pit can provide light for a group in evenings (safe bonfire 
location).​
 

●​ Waste management and cleaning: After a month, waste accumulation can cause 
sanitation disasters. Redouble efforts to manage:​
 

○​ If trash piles are big, do a community cleanup day. Bury what can be buried, 
salvage what can be recycled (glass jars for storage, etc.), and burn safely what 
can be burned (paper, untreated wood). This prevents vermin. Ensure all food 
scraps are composted or buried, not left out.​
 

○​ Latrines or waste pits: If one fills up, dig a new one and cover the old. Lime can 
be added to filled pits to neutralize pathogens. Keep latrines well away from any 
new water wells being dug.​
 

○​ Clean living areas: Sweep debris, remove stagnant water where mosquitoes 
breed. If vector diseases (like malaria, dengue) are a concern, consider 
organizing mosquito control (maybe people can cut brush or use oil/soap in water 
to kill larvae, etc.). After a month, lice or scabies might appear if hygiene is low; 
try to encourage bathing at least weekly. Set up a bathing area using 
boiled/cooled water or a solar shower bag if someone has one. Even a bucket 
bath helps prevent skin infections.​
 

○​ Air quality: Using fire for cooking/heating inside for weeks can lead to 
respiratory issues. Ventilation is important – crack a window even if cold when 
burning anything. If dust/smoke is an issue, wear cloth over face as a 
rudimentary mask when near the fire. Use that precious soap to wash soot off 
walls occasionally.​
 



Social Structure, Education, and Welfare 

At one month, begin addressing secondary needs that were initially put aside: 

●​ Children’s needs and education: Kids likely haven’t had formal schooling since the 
collapse. They might be getting stir-crazy or falling behind. Set up a makeshift school 
for the children in the community. This can be as simple as gathering them for a couple 
hours each day for lessons or organized activities. Identify any adults or teens with 
teaching ability. Teach basic reading, math, or even practical skills (like how to purify 
water, basic first aid – this engages them and is useful). Incorporate play and physical 
exercise to keep them healthy and reduce trauma. Routine is reassuring for kids. 
Perhaps rotate which adult leads the “class” to lighten the load and bring different 
expertise (one day science experiments, another day drawing and storytelling). Not only 
does this help kids, but it frees up parents to work on other tasks knowing the kids are 
supervised.​
 

●​ Community roles and labor: People may settle into semi-permanent roles – some are 
natural farmers, some good cooks, some guards, etc. Formalize it a bit to increase 
efficiency: maybe someone becomes the “water system manager,” another the 
“sanitation chief,” etc., with a small team. Recognize these contributions publicly to keep 
motivation. Also consider the workload distribution – try not to have any group 
consistently overburdened. If young and fit people are doing heavy work, maybe exempt 
them from night watch so they can rest, while elders do lighter tasks like childcare or 
mending clothes.​
 

●​ Justice and order: After a month without formal law, your community essentially has its 
own justice system. If any serious wrongdoing occurred (theft of community stockpile, 
assault), decide how to handle it. Ideally, involve any re-emerging authorities if they 
exist. If not, a community tribunal might be necessary for serious cases – focus on 
mediation or restitution rather than harsh punishment, unless someone is a dangerous 
threat. For example, if someone stole food out of desperation, requiring them to do extra 
community work to “repay” and counseling might suffice. Only in extreme, ongoing 
threats would more severe measures (like expulsion from the community) be considered, 
and that’s a last resort. Keep lawful conduct front and center – remind everyone we will 
eventually be accountable to the real law, and more importantly, to each other. The 
community should document any incidents and resolutions; this transparency deters 
future issues.​
 

●​ Outside relations: By one month, you likely have contact with neighboring communities 
or relief groups:​
 

○​ If a local government or relief effort has gotten underway, participate 
constructively. For instance, perhaps the county set up a relief distribution center 
5 miles away. Organize a schedule for some community members to go there 



and collect supplies to bring back (maybe with a handcart or vehicle if fuel 
provided). Follow whatever rationing rules they have without conflict.​
 

○​ If no official help yet, consider forming a mutual aid alliance: a meeting with 
delegates from other nearby neighborhoods to share strategies and maybe trade 
surpluses. This is a kind of decentralized logistics network – one area might have 
a working well, another has a spare generator, etc., and by cooperating rather 
than competing, all benefit.​
 

○​ Beware of opportunists: sometimes by a month, less scrupulous actors might 
emerge, like someone trying to set up a “black market” to profit or a group using 
intimidation to take resources. Stand firm that your community rejects 
exploitation. Work collectively with other communities to defend rights and 
resources lawfully. For example, if a gang demands tribute, the community 
could band with others to create a larger watch or coordinate with any law 
enforcement available. Solidarity is strength in these scenarios.​
 

●​ Health care and special needs: Chronic medical issues could be acute by a month. Are 
there any diabetics who ran out of insulin? (If so, by now they may be in trouble – 
hopefully you found insulin via aid or the clay pot cooler kept it viable and perhaps a 
hospital started dispensing some.) People with hypertension out of meds might be 
struggling; try to find substitute treatments (diet changes, herbal remedies carefully 
researched). Pregnant women might be nearing due dates – identify any midwives or 
nurses to be ready for a delivery without hospital. Also, mental health issues might 
surface more deeply (PTSD, depression). See if any group or faith leaders can provide 
counseling or if any therapists in the community can lead support circles. The one-month 
point is often when the adrenaline is gone and the mental toll hits, so be proactive. 
Rotate “time off”: If possible, let individuals take a half-day off from duties occasionally 
to recuperate (go sit quietly, pray, nap, what have you) – call it a mental health break. It 
can do wonders to prevent burnout.​
 

Preparing for Transition and Long-Term Recovery 

At around one month, you should think about next steps. Will you soon be transitioning to 
recovery with outside help, or are you essentially on your own indefinitely? Plan for both: 

●​ Reintegration with restored infrastructure: Keep testing any utilities or news about 
them. Perhaps power crews are slowly restoring sections of the grid; if lights suddenly 
flicker on one day, know how to safely reintroduce electricity (turn off breakers before 
power returns to protect devices, then turn on gradually). If tap water pressure returns, 
don’t trust it fully until officials confirm safety – often water mains get contaminated 
during outages. Continue boiling until given all-clear. If the banking/finance systems start 
coming back (e.g., ATMs working), have a strategy: maybe withdraw some cash if 



possible or gather people’s needs for funds. If outside communication is back (internet or 
phone), use it to contact loved ones, request aid, and inform authorities of your 
community’s status (they might not know you’re there surviving quietly; letting them know 
can put you on the list for relief).​
 

●​ Self-sufficiency for longer term: Conversely, if it appears the macro situation is still 
collapsed (e.g., if this hypothetical cyber war is ongoing or government is still crippled), 
you need to bolster your micro-economy:​
 

○​ Aim to diversify food sources (plant more variety, engage more in trade).​
 

○​ Improve living conditions: perhaps build a communal bathhouse or laundry area 
with hand-washing stations to improve hygiene long-term.​
 

○​ Inventory and maintenance: tools and equipment you rely on might be wearing 
out (axes dull, water containers crack). Set up a tool maintenance routine, and 
innovate repairs (sharpen blades, patch containers with tape or resin). If you had 
vehicles, by now many might be useless (fuel gone, or tires flat). Maybe 
consolidate the fuel from all into one vehicle kept for emergency (like if someone 
needs hospital or fetching critical supplies).​
 

○​ Cultural and social life: humans need more than survival. By a month, start 
nurturing the cultural fabric – perhaps hold a modest community gathering to 
acknowledge surviving one month and to remember any lost. Music, art, 
storytelling, worship services – these things can resume on a small scale to feed 
the soul. They reinforce identity and hope. A cohesive, culturally nourished 
community is more resilient for the long road ahead.​
 

In summary, at the one-month phase your community ideally has moved from pure emergency 
mode to a semi-stable communal life – albeit a very austere one. You have systems for water, 
food, waste, security, and governance that are working, even if under strain. Every member 
should know their role and trust that their basic needs will be met as long as the community 
sticks together. You are essentially living off-grid in a micro-society that mirrors early frontier or 
pre-industrial villages in some ways, but with the benefit of modern knowledge and strong social 
values. The emphasis remains on cohesion and adaptability. This sets the stage for either 
reintegration into normal society when the crisis abates, or continued independence if it doesn’t. 
Next, we’ll examine the scenario of three months and beyond, where longer-term recovery or 
rebuilding becomes the focus. 

 



Phase 5: 3 Months (Transition to Recovery or New 
Normal) 
After three months of systemic collapse, the community will have undergone profound changes. 
By the 90-day mark, one of two broad trajectories is likely: either external conditions have 
improved somewhat (e.g., the cyberattack has ceased, and a massive recovery effort is 
underway, albeit slowly), or the region remains largely on its own, essentially living in a 
post-collapse situation with no clear end in sight. In both cases, the community must continue to 
sustain itself, but the mindset may shift more towards rebuilding and long-term solutions instead 
of day-to-day emergency survival. This phase is about transitions: from crisis mode to recovery 
mode, or from temporary fixes to durable solutions if normalcy is still far off. Here’s how to 
navigate months 3 and beyond: 

Evaluating the External Situation 

At three months, you should have a clearer sense of the broader picture: 

●​ Infrastructure Status: Is there partial grid restoration? Perhaps some areas have power 
a few hours a day, or certain critical facilities (hospitals, government centers) are 
powered by generators. Check if any communication networks are back – maybe texting 
or internet works sporadically. Use any connectivity to get updates. Governments or 
utilities might publish restoration schedules if they’re in control (e.g., rotating power 
zones). If you get word that mains electricity or water will return on a certain timeline, 
incorporate that into plans. However, remain prepared for rolling blackouts or unreliable 
service; the grid might be unstable (so use surge protectors on any plugged devices, 
and don’t dismantle off-grid systems until stability is proven).​
 

●​ Relief and Government Presence: Three months in, if the government is functional, 
major relief operations should be visible. Possibly FEMA or National Guard have set up 
distribution centers for food, water, and fuel. Are there any Humanitarian aid camps or 
NGOs operating nearby (Red Cross, Salvation Army, etc.)? If so, coordinate with them. 
Perhaps they have medical clinics where you can send the sick, or they provide school 
sessions for kids. However, large relief camps can also attract crowds and sometimes 
crime, so approach carefully. Ideally, send a representative or two to plug into formal 
relief efforts while keeping the bulk of your community life in your familiar locale until it’s 
safe to move or integrate.​
 

●​ Law and Order: By 3 months, law enforcement and possibly military patrols should have 
largely curbed any widespread anarchy, if the government remains intact. If things have 
stabilized, begin reversing some emergency measures: for example, if you had armed 
neighborhood patrols, you might step that down and let police resume their role. 
Reacquaint with the rule of law – perhaps some things done in crisis (like scavenging 
from stores) should be reported or addressed as part of recovery to avoid legal trouble. 



Conversely, if formal law is still absent or if a conflict or war is ongoing, your community 
might have to formalize its own rule enforcement more seriously (maybe by electing or 
appointing a local peace officer or liaison).​
 

●​ Population Changes: Over months, people might have started relocating. Some from 
your community might have left in search of better conditions or to stay with relatives 
elsewhere once roads opened. Refugees from harder-hit areas might have arrived. Take 
stock of how your community’s composition has changed. Welcome new members who 
abide by the rules and contribute – they can bring new skills or resources. But also be 
cautious of anyone who might disrupt cohesion. Set clear expectations for newcomers: 
they get help from us, and in return they follow our community guidelines (no theft, share 
chores, etc.). For those who left, see if you can maintain contact (maybe they find 
resources that can help those who stayed).​
 

Strengthening Self-Reliance (If Systems Still Down) 

If three months in you’re still off-grid for the most part, it’s time to transition many temporary 
measures to semi-permanent: 

●​ Agriculture & Food Production: By now, any crops you planted early on might be 
yielding (for example, quick crops like radishes, lettuce, perhaps even some squash or 
potatoes depending on planting time). Harvest and re-seed: practice succession 
planting to keep food coming. Expand gardens wherever possible – tear up decorative 
lawns to plant beans and corn, use container gardening for those in apartments 
(buckets, old cans). Consider cooperative farming: if there’s open land nearby (like an 
abandoned lot or park), organize a community farm. You might also begin small-scale 
grain cultivation if you have seeds (wheat, maize) – it’s labor-intensive but if you 
anticipate a long off-grid period, it’s forward-thinking. Preserve excess harvest by drying, 
pickling, or root-cellaring (perhaps dig a pit or use a cool basement to store root 
vegetables).​
 

●​ Protein sources: If you managed to raise animals like chickens or rabbits since earlier, 
they might be breeding now. Use them wisely – maintain breeding stock but occasionally 
get protein from them (eggs daily, maybe a rabbit or chicken slaughtered weekly to 
supplement diet if numbers allow). If you can access fishing or hunting legally or via 
permit (maybe authorities by now have set up some system for it), continue but 
sustainably. Three months of heavy hunting pressure can deplete local game; rotate 
hunting areas or allow periods of no hunting to let populations rebound.​
 

●​ Renewable Energy Projects: Up to now, energy has likely been minimal. If it looks like 
grid power is not returning soon, invest effort in rudimentary renewable projects:​
 



○​ Bicycle generators, wind turbines (even a DIY windmill from scrap alternators), 
or hooking up a mini-hydro generator if you have a stream. People have rigged 
car alternators to pedal or water-wheel to charge batteries.​
 

○​ Solar panel scavenging: Perhaps venture further (with permission or 
awareness) to find solar panels on closed businesses, etc. Many street lights or 
traffic signs use small panels – maybe officials would let communities borrow 
them if asked. Create a small solar charging station for devices and battery 
banks. At three months, having some electric light at night or a working radio 
24/7 is a huge morale and safety booster.​
 

○​ Biofuel and Biogas: These are advanced, but maybe someone with 
chemistry/engineering know-how can attempt them. For instance, producing 
biogas from manure and organic waste (via an anaerobic digester) to use for 
cooking fuel – it’s doable on a community scale (e.g., a 55-gallon drum digester). 
Or making charcoal from wood scraps to improve cooking efficiency. Even 
ethanol or biodiesel production could be explored if there are feedstocks (like 
making ethanol from surplus fruit/vegetable waste or biodiesel from used cooking 
oil) – but only undertake these if expertise is available, since they can be 
dangerous if done wrong.​
 

●​ Community Workshops: At 3 months, crafts and trades become important:​
 

○​ Carpentry, blacksmithing, sewing, and repair skills should be nurtured. 
Maybe one resident used to be a mechanic – now they set up a small workshop 
to fix tools, bicycles, or generators for the community. Another is a seamstress – 
they mend and repurpose clothing (people’s clothes are wearing out by now; also 
colder weather might come, so make quilts or heavier garments from materials 
around). Identify these skill sets and support them (maybe trade food or 
assistance for their services so they can focus on that work).​
 

○​ Building projects: Perhaps start building more permanent latrines or even 
composting toilets with proper ventilation (wood structures over pits). Build a 
communal shelter (like a large rainproof pavilion) where meetings, schooling, or 
medical care can happen out of elements.​
 

○​ Sanitation upgrades: If water is somewhat stable, consider building simple 
gravity-fed water systems – e.g., raise a large tank or barrel on a platform, fill it 
with purified water, and let it feed a tap stand for easier access (with limited 
pressure). This reduces labor compared to always bucket-drawing.​
 

●​ Health and Medical Care: Three months without pharmacies means folk medicine and 
improvised care take on new importance:​
 



○​ Encourage any medically trained individuals to maybe run a periodic “clinic” to 
check on people. They can monitor blood pressure, manage wound care, treat 
infections early (with whatever antibiotics might be scrounged or natural 
remedies like antiseptic herbs, honey for wounds, etc., as a stopgap).​
 

○​ Focus on preventive health: enforce cleanliness, ensure everyone gets some 
nutrition (beri-beri, scurvy, etc., can appear by now if diets lack variety – scurvy 
can show in 2-3 months of no vitamin C, watch for bleeding gums, then 
aggressively seek vitamin C sources like wild greens, spruces, canned tomato 
juice from relief if any). Also mental health preventive: keep people busy with 
purpose but not overworked to collapse.​
 

○​ If childbirths have occurred or will, create a safe, sanitized area for that and line 
up skilled help (maybe by 3 months some midwife or doctor has come through or 
an NGO opened a maternity tent).​
 

○​ Disease outbreak watch: Typically around 1-3 months post-disaster, if 
sanitation was poor, outbreaks can happen. If you see multiple people with 
diarrhea or fever, act fast: isolate the sick, boil water extra carefully, consider a 
community “lockdown” of sorts to prevent gathering if it’s a contagious disease 
like cholera or flu. Three months with communal living can allow illnesses to 
spread, so be vigilant. Possibly some external help might vaccinate or provide 
supplies if they know (like distributing water purification tablets, etc.).​
 

Community Governance and Long-Term Vision 

By 3 months, the community’s self-governance is quite mature: 

●​ Formalizing Governance: You may consider formal community rules or even a charter. 
This could be a simple written document stating how decisions are made (e.g., an 
elected council or direct democratic vote in weekly meetings), rules on resource sharing, 
conflict resolution methods, etc. It doesn’t need to be overly bureaucratic, but writing it 
down helps avoid misunderstandings and provides consistency, especially as new 
members join or if original leaders step down.​
 

●​ Elections/Rotation: If certain individuals have led since day one, it might be healthy to 
hold an election or rotate leadership roles to keep things fair and prevent fatigue or 
authoritarian drift. This can be informal – e.g., “We’ll choose a new coordinator for the 
next month for security and another for supplies.” Many communities find new talent this 
way and it empowers more people.​
 

●​ Communication with Authorities: If a semblance of local government exists now 
(maybe the mayor’s office is functioning at some level, or a regional council for 



recovery), your community should have a representative in that dialogue. Make sure 
your needs are known to them (like if you desperately need fuel or a bridge fix, voice it). 
Conversely, enforce any new laws or directives that come down that make sense, like if 
a curfew is declared or certain zones quarantined.​
 

●​ Justice and Reconciliation: Over months, some conflicts or harms may have occurred. 
It’s wise to foster a spirit of reconciliation. For instance, if someone was caught stealing 
but has since been contributing well after making amends, integrate them fully and move 
on – don’t ostracize long-term. Address any lingering grudges or factionalism now; small 
cracks can widen under prolonged stress.​
 

●​ Inclusivity and Dignity: Continually emphasize that every community member, 
regardless of background or status, is valued. If any group (ethnic, religious, etc.) feels 
sidelined, actively remedy that. For instance, if certain people’s cultural or religious 
practices were put on hold, maybe by 3 months you can accommodate them (like 
arranging space for worship or important cultural celebrations, as long as they don’t 
conflict with survival tasks – often they help morale).​
 

●​ Education and Childcare: At 3 months, the makeshift schooling can be expanded – 
maybe a more structured curriculum or more hours if children are coping. Possibly 
coordinate with other communities: if one has a former teacher and another has school 
supplies from donations, bring them together for a multi-community “schoolhouse.” The 
kids’ social development and learning are a priority for long-term recovery; they are the 
ones who might have to rebuild society if this drags on. Also give older kids roles 
(teenagers can apprentice in trades, help with tasks, etc., balancing work and learning).​
 

●​ Planning for Future Emergencies: Yes, you’re in one now, but plan for others too! For 
example, if you’re heading into winter soon, plan for extreme cold or snow (stockpile 
firewood, winterize shelters). Or if in hurricane season, have an emergency plan for that 
on top of this crisis (where to shelter in high winds given many structures might be 
weakened). Essentially, maintain readiness for compounding disasters. The community 
should develop a written or at least discussed emergency operations plan based on 
what you’ve learned so far, including roles, evacuation routes (if needed), etc., so if 
something else hits, you don’t scramble anew.​
 

Barter Economy and External Trade 

After 3 months, some form of economy will likely re-emerge: 

●​ Local currency or credit: In some historical cases (e.g., Argentina’s crisis, or various 
wartime situations), communities created their own scrip or IOUs when formal currency 
was scarce. If cash is still not accessible or banks closed, your community might 
consider a simple local currency for fairness in trade. It could be as informal as tallying 



credit in a ledger that “John provided 5 gallons of water to the community, owes 5 
credits” and someone else can redeem those credits by providing John with, say, some 
of their fuel later. This is complex though – trust is needed. Alternatively, stick to 
straightforward barter: goods for goods or services. By now you know what’s valued: 
e.g., salt, medicine, fuel are high barter items. Create a safe venue for trading, maybe a 
weekly market where community members and even outsiders can come trade under 
agreed security (no weapons, perhaps overseen by a community watch). This can 
stimulate supply coming in. For instance, a traveler might bring candles to trade if they 
know your market exists, and leave with food or cloth.​
 

●​ Rebuilding wealth and savings: Encourage people to think beyond immediate 
consumption. If someone has a skill making useful items (soap, tools, clothes), let them 
produce extra to trade with other communities or save for the future. Essentially, small 
businesses might form. That’s a sign of recovery – as long as they operate fairly. Keep 
an eye out that desperation doesn’t lead to exploitation (like someone cornering a 
market on medicine and price-gouging). A bit of profit motive can drive productivity, but 
maintain community ethics that nobody should suffer lack of life essentials because of 
hoarding or greed.​
 

●​ Infrastructure repair and projects with neighbors: At this stage, communities might 
band together to undertake bigger repairs: clearing roads, fixing bridges, restoring 
communications lines. This often requires pooled labor and resources. Engage with any 
such regional project. If, say, five communities work to repair a small hydroelectric dam, 
all five could get some power – that’s worth the collective effort. Or clearing the local 
airport for relief planes to land. These are transitional efforts between survival and 
rebuilding.​
 

●​ Keep documenting: If possible, keep records of important transactions and 
agreements, because when formal systems return, you might get compensation or need 
to settle accounts. For example, if your community used some stored materials from a 
company yard to rebuild a bridge, note it – later the government may legitimize it or 
reimburse the company. Also document any extraordinary occurrences (crimes, births, 
deaths, major decisions). Essentially maintain a chronicle. It helps for learning lessons 
and for historical record, and can be invaluable if legal or insurance issues arise 
post-crisis.​
 

After three months, psychologically, it’s a tough period – people realize life may never revert 
exactly to “normal.” But it’s also a time where a certain pride and confidence emerges: we 
have survived this long, we can keep going. New social norms develop, and many will have 
found unexpected resilience in themselves. The community likely has a strong identity now. 

The next milestone typically is the one-year mark, where you either are well into formal recovery 
and rebuilding with external support, or you have evolved into a largely self-sufficient village and 
perhaps new governance beyond just the neighborhood (maybe part of a federation of 



communities, etc.). In either case, the focus will shift to long-term recovery: restoring modern 
infrastructure and economy, healing trauma, and institutionalizing the lessons learned so that 
future generations are better prepared. 

Before moving to the one-year discussion, ensure that at three months the community assesses 
itself: What are our remaining vulnerabilities? Maybe water is secure but medical care is not – 
then focus on that. Or social unity is great but housing is crumbling – plan rebuilding. A candid 
assessment helps set goals for the next phase. The resilience built so far is an enormous asset. 
With it, the community stands a good chance of not only surviving but eventually thriving again. 

 



Phase 6: 1 Year (Long-Term Recovery and Future 
Resilience) 
Reaching the one-year anniversary of a catastrophic cyber-induced infrastructure collapse is a 
testament to community resilience. By this point, life will still not be what it was pre-disaster, but 
your community should have transitioned out of pure survival mode. Now, the goals are full 
recovery (if the wider society is on the mend) or sustainable continuity (if the situation 
remains altered for the foreseeable future). It’s time to consolidate lessons learned, 
institutionalize preparedness, and improve quality of life beyond mere survival standards. This 
section outlines what the one-year mark might look like and how to plan for the years ahead. 

Reflecting on the Journey and Community Strength 

First, take stock and acknowledge the progress: 

●​ Survival and Losses: Hold a community gathering or memorial to mark one year. Pay 
respects to any lives lost during the crisis. It’s important to collectively grieve and honor 
them with dignity. At the same time, celebrate the fact that many are alive due to mutual 
aid and hard work. This kind of event reinforces solidarity and gives a sense of closure to 
the “emergency” chapter.​
 

●​ Document experiences: Over the year, hopefully someone has kept records – if not, 
now gather people’s stories and write them down or record them. This serves two 
purposes: healing through sharing and creating a guide for others. It can form the basis 
of a community report to send to local authorities or historians. These narratives might 
also help secure future resources (e.g., proving what hardships were faced can support 
aid requests or insurance claims).​
 

●​ Evaluate: Candidly discuss what went well and what didn’t. Did your initial stockpiling 
suffice? Was the governance structure effective? For example, maybe you learned that a 
two-week food supply was barely enough to pivot to long-term sources, or that having 
multiple water sources saved you. Also note any conflict triggers or mistakes (perhaps 
early on some conflicts could have been avoided with better communication). This 
evaluation isn’t about blame, but about learning so that your community (and others) are 
better prepared in the future.​
 

Restored Systems and Infrastructure 

If broader recovery is happening by one year, many systems might be partially or fully restored: 

●​ Electric Power: Perhaps the electrical grid has been rebuilt or heavily modified (maybe 
more decentralized microgrids were established to avoid another total collapse). If your 
community has electricity again, even intermittently, update your practices: transition 



from open-fire cooking back to electric or gas stoves if available (safer and healthier), but 
keep alternative methods ready as backup. If you rigged any DIY electricals, ensure they 
don’t conflict with the grid (disconnect homegrown solar if feeding into grid without 
proper inverters, to avoid hazards). Take advantage of power to refrigerate food, run 
water pumps, and charge devices, but remain energy-conscious in case of ongoing 
rationing.​
 

●​ Water and Sewage: Ideally by a year, municipal water service is back or replaced by 
new systems (like tanker deliveries or new wells). Continue to purify water until officials 
assure safety, and even then, it’s wise to have regular water quality tests (the crisis may 
have changed water sources or pipelines). Sewage lines might be functioning again; if 
so, retire latrines safely by filling them, and reconnect households to the sewer. 
However, consider keeping compost toilets or latrines as backup and for events (it’s 
extra resilience and can provide fertilizer). If garbage collection resumed, cooperate to 
clean up accumulated waste – perhaps organize a massive neighborhood cleanup with 
provided dumpsters. If not, plan community-managed waste solutions long-term (maybe 
a local incinerator or recycling program if city isn’t back).​
 

●​ Communication Networks: By one year, communications are likely up (maybe not 
100% high-speed internet everywhere, but phone service at least). Use this to your 
advantage: re-establish contact with distant family and networks; it’s time to rebuild 
social ties beyond the immediate vicinity. Perhaps an emergency radio network formed 
during the crisis can now formalize into a community radio station or at least an 
emergency warning system for future. If you had ham operators connecting communities 
during the outage, keep that network alive as a backup going forward.​
 

●​ Transportation and Supply Chains: Roads, rail, and fuel distribution may be operating. 
If fuel is available again, mechanized clearing of remaining debris or reconstruction can 
accelerate. Replenish critical stockpiles (like refill all your community water storage with 
fresh water, restock the medical kit with fresh supplies, etc.) while supplies are 
accessible and relative calm has returned. It’s wise to institutionalize a culture of 
preparedness: for example, keep encouraging families to maintain at least a two-week 
emergency supply of food and water at all times – memory of the hardship will help 
motivate this. Local stores might be open, and currency functioning; trade can shift from 
barter back to money. However, some barter or local markets might remain by choice, as 
people found them useful and equitable in some ways.​
 

Long-Term Community Development and Resilience 

This is the phase to turn survival structures into permanent improvements: 

●​ Community Emergency Response Team: If one didn’t exist before, create one 
formally now (taking inspiration from CERT programs). That team can handle future 



incidents and keep skills fresh. Include regular training for new members in first aid, fire 
suppression, search & rescue, etc. Maybe some of the routines you developed (like 
block captains checking neighbors) can become a permanent fixture during any smaller 
crises (e.g., storms or outages in normal times).​
 

●​ Local Governance and Mutual Aid Networks: The community council or assembly 
that guided you can transform into a recognized neighborhood association if it wasn’t 
already. Use its legitimacy to advocate for your area in the larger political scene: for 
instance, push for infrastructure upgrades (like asking the city for a new clinic or backup 
power for water pumps in your district) so that you’re better protected next time. Also, 
maintain ties with the mutual aid networks formed – these are incredibly valuable. 
Perhaps formalize mutual aid agreements with nearby communities: e.g., a pact that in 
any future emergency, communities share resources and information rather than isolate.​
 

●​ Economic Recovery: People will need to rebuild livelihoods. Some may go back to their 
old jobs if those workplaces reopen, others might pivot to new trades learned during the 
crisis (maybe someone who started a bicycle repair service continues because there’s 
local demand). Encourage local entrepreneurship in rebuilding – it not only restarts the 
economy but also builds resilience by diversifying skills locally. Work with any economic 
relief programs or micro-loans that become available to help people get back on their 
feet financially. Also, try to integrate any “shadow economy” that developed (like 
bartering groups) into the formal economy in a positive way – for instance, a community 
market day could remain a tradition, boosting local producers even after supermarkets 
restock.​
 

●​ Mental and Emotional Healing: The psychological effects of a year-long disaster are 
deep. At this stage, invest in mental health support. Possibly government or NGOs will 
offer counseling services, support groups, or trauma therapy – encourage community 
members to use them. There might be a tendency, especially among stoic individuals, to 
just “move on and forget.” But unaddressed trauma can lead to problems (substance 
abuse, domestic violence, depression) down the line. Normalize seeking help. As a 
community, organizing commemorative events, art projects (murals, plays) about the 
experience can be therapeutic. Maintaining social cohesion events (like communal 
meals or seasonal festivals re-established) helps remind people they’re not alone in 
processing what happened.​
 

●​ Inclusive Rebuilding: Ensure that in the recovery, no group gets left behind. 
Sometimes aid and rebuilding can favor those with more influence; your community 
representation can fight for equitable distribution (e.g., don’t let only wealthy 
neighborhoods get their power grid back first or their homes rebuilt with government 
funds while yours lags – speak up). Also take care that vulnerable populations are 
included in recovery jobs and education. Perhaps new programs will be set up for job 
training for those who lost employment – make sure folks in your neighborhood know 
about and access these. If any new housing is built to replace damaged ones, ensure 



accessibility for disabled and affordability for low-income residents.​
 

●​ Education and Youth: By one year, kids likely resumed formal education somewhere 
(maybe back to school if it reopened or temporary schooling arrangements). Focus on 
the youth: they went through a lot. Provide extra tutoring or catch-up classes if needed; 
arrange community scholarships or fundraisers to help them get supplies or even go to 
college if they missed application cycles during the chaos. Youth also gained unique 
skills and values during the collapse – resilience, cooperation, practical know-how. 
Channel that positively: involve them in continuing volunteer work or emergency 
planning committees (some might even pursue careers in emergency management or 
public service because of this formative experience).​
 

●​ Preparedness Culture: Perhaps the most important legacy is to embed resilience 
thinking into community culture. You’ve learned that “prepping” is not a fringe activity 
but a common-sense, life-saving practice when done in a communal, compassionate 
way. Consider hosting annual drills or workshops – for instance, every year on the 
anniversary, do a short grid-down drill or check emergency kits. Keep those water 
barrels filled and rotated, keep communication trees updated. Advocate that local 
government invest in robust cyber-security and infrastructure protections to prevent such 
disasters (citizens who went through it will have a strong voice to demand improvement 
in defenses and backup systems).​
 

●​ Gratitude and Relationships: Often after such hardships, people feel a strong gratitude 
to those who helped. Express it – thank everyone from the neighbor who bandaged 
wounds to the electrical linemen who eventually restored power. Maintain friendships 
and supportive relationships built during crisis; these are precious. If outside responders 
like Red Cross or military were crucial, consider writing appreciation letters or hosting a 
thank-you event. Gratitude can alleviate some bitterness of what was lost and reinforce 
bonds.​
 

Adapting to a Changed World 

After a catastrophe of this scale, some things may never be exactly as before, and new realities 
must be embraced: 

●​ Permanent Changes: There might be demographic shifts (some people relocated 
permanently, new neighbors arrived). Infrastructure might be rebuilt differently (maybe 
more decentralized or with new technology). The economy might have reconfigured – 
perhaps telecommuting increased if internet restored or certain industries declined (like 
less reliance on centralized power if communities adopted solar). Adapt to these 
changes. For example, if your area installed a microgrid solar farm during rebuilding, 
ensure people know how to maintain it and use it optimally.​
 



●​ Resilience in Policies: Work to influence local policies so that the lessons of the 
collapse lead to institutional change. This could mean pushing for building codes that 
require backup water systems in multi-family buildings, or city emergency caches of 
food, or community-based response training for all citizens. You have the lived 
experience to guide these policies. Perhaps join civic committees or public forums to 
share what measures would have mitigated suffering if they were in place (like having 
had a community resilience guidebook – which your experiences now help create).​
 

●​ Continuing Mutual Aid Principles: The ethic of “Solidarity, not charity” that likely 
governed your mutual aid effortsshould continue. That means as your community 
recovers, reach out to help other communities still struggling. For instance, maybe your 
neighborhood recovered faster and now can send volunteers or supplies to a harder-hit 
town. This not only is morally right, it strengthens region-wide resilience networks. It’s 
paying forward the help you received or the fortune you had.​
 

●​ Memory and Education: One year out, consider creating something lasting in memory 
of this event – like a small monument or a community scrapbook, and use it to educate 
future generations. Children who were too young to recall or those born after should 
learn about it so they value preparedness and cooperation. Perhaps incorporate 
resilience education in local schools (first aid classes, emergency comms practice). 
Storytelling is powerful – the tales of neighbors saving each other, the ingenuity shown 
(like building clay pot fridges to keep insulin safe) should be shared as part of community 
heritage.​
 

●​ Dignity and Human Rights: Through all recovery, maintain the focus on dignity and 
rights. Ensure that emergency powers used during crisis (curfews, rationing) are lifted as 
soon as appropriate to restore personal freedoms. Treat anyone still displaced or 
suffering with compassion, not as a burden. A crisis can bring out the best and worst in 
societies – strive to keep the best virtues alive. The inclusivity practiced – caring for the 
disabled, the elderly, those of all backgrounds equally – should remain the norm and 
even be codified in how community institutions operate going forward.​
 

●​ Personal Preparedness vs. Community: Individuals may feel the urge to become 
hardcore “preppers” after living through this. Encourage a balanced approach: yes, each 
family should be ready with supplies and plans, but the real strength was in community. 
So prepping should not mean isolating with one’s own bunker; it means being ready to 
support and be supported by the group. Promote community resilience over solitary 
survivalism, as the latter tends to overlook human factors that are crucial (mental health, 
division of labor, etc.). Show that your community’s survival was a team effort, which it 
was.​
 

In conclusion, at one year your community likely stands as a model of resilience. Dignity, 
safety, social cohesion, inclusivity, decentralized self-reliance, and lawful conduct – these 



were not just buzzwords, but the pillars that carried you through. Moving forward, keep these 
pillars strong. Your guidebook (this document) can serve as a foundation to help others or to 
reference should anything like this ever happen again (which hopefully it won’t on this scale – 
but smaller crises will, and you are now prepared). 

Remember that “normal” may be different now, but human beings have always rebuilt and often 
improved societies after great challenges. Your neighborhood is living proof that ordinary 
people, through extraordinary cooperation and courage, can survive the worst and lay the 
groundwork for a better future. Community resilience is not a one-time effort, but an 
ongoing journey. After surviving a catastrophic collapse, your community is not just returning to 
what was – it is transforming into something stronger, wiser, and more connected. And that is 
the ultimate victory that arises from the hardships you have endured together. 

 

 



Topical Reference Guides and Checklists 
(Below are detailed sections on specific functional areas mentioned throughout the guide, 
providing quick-reference checklists and additional best practices. These can be consulted 
independently or used to supplement the timeline guidance above.) 

Food Security and Nutrition 

Ensuring an adequate and nutritious food supply during a long-term infrastructure failure is one 
of the biggest challenges. Use the strategies below to manage food resources: 

Immediate Actions (0–72 hours): 

●​ Use perishables first: Prioritize consuming foods from the refrigerator and freezer 
before they spoil. Keep fridge closed to maintain cold up to ~4 hours, and freezer closed 
to preserve food ~48 hours. Cook and share perishable meats, dairy, etc., within the first 
day or two.​
 

●​ High-energy snacks: Ration out high-calorie, no-prep foods for quick energy (nuts, 
granola bars, chocolate). These help maintain energy between meals when cooking may 
be difficult.​
 

Short-Term (first 2 weeks): 

●​ Ration non-perishables: Inventory canned and dry goods. Calculate roughly how many 
days of food you have. If it’s less than the projected outage, implement rationing – for 
example, two meals a day instead of three, or smaller portion sizes, to stretch supplies 
(except for children/pregnant women who should not be calorie-restricted).​
 

●​ Group cooking: Pool resources with neighbors to cook communal meals. This reduces 
fuel usage and ensures everyone gets something. One big pot of stew can incorporate 
many small contributions and feed multiple families.​
 

●​ Wild edibles: Identify any fruit trees, edible wild plants, or local sources (like a 
community garden). Pick ripe produce (with owner’s permission if private property) and 
distribute it. For example, forage dandelion greens or wild berries for vitamins. Caution: 
Only consume wild plants if you are 100% sure of identification to avoid poisoning.​
 

●​ Food safety: When in doubt, throw it out. Do not risk eating meat or leftovers that smell 
or look spoiled – a food-borne illness can be life-threatening with limited medical care. 
Boil any questionable water used in cooking. Avoid raw meat unless you can thoroughly 
cook it soon after.​
 



Medium-Term (2 weeks – 3 months): 

●​ Local food production: Start gardens early. Use any available seeds (from packets or 
even grocery produce that has viable seeds). Quick crops: radishes (~4 weeks), 
lettuce/greens (~4-6 weeks). Also plant longer-term staples (beans, corn, squash) for 
later harvests. Engage community in tending crops.​
 

●​ Protein sources: If you have access to fishing, organize regular fishing trips (and share 
the catch). Set up simple traps for small game if legal/feasible, but ensure it’s done 
humanely and sustainably. Consider raising chickens or rabbits for eggs/meat if 
someone can supply animals; they’re relatively low-maintenance and multiply quickly.​
 

●​ Barter for food: Network with neighboring areas – e.g., trade some of your surplus 
water or labor with a farmer nearby for some of their surplus produce or grain. As supply 
chains slowly recover, you might find opportunities to barter scrap material or skills for 
food items.​
 

●​ Preservation: Whenever you get more food than immediate need, preserve it. Dry 
meats into jerky, dehydrate fruit slices in sun, pickle vegetables in salt brine (if salt is 
available), make jam from fruits (using sugar and boiling). These techniques prevent 
waste and build a buffer stock.​
 

●​ Nutrition balance: Pay attention to nutrient intake. Aim for at least:​
 

○​ Some carbs (grains, potatoes) for energy.​
 

○​ Some protein (beans, meat, fish, nuts) for strength and immunity.​
 

○​ Fats (oil, nuts, fatty meat) for calorie density and to help absorb fat-soluble 
vitamins.​
 

○​ Vitamins: Vitamin C (scurvy prevention) from any fruit, wild greens, tomatoes, or 
sprouted beans. Vitamin D if not getting sunlight – maybe fish or supplements if 
any. Keep an eye on kids – they need fats and proteins for development; don’t let 
them subsist on just rice or grains.​
 

Long-Term (3 months – 1 year and beyond): 

●​ Agriculture expansion: If it becomes long-term, treat your community like a village. 
Rotate crops, consider livestock breeding, maybe even bee-keeping for honey 
(sweetener + medicinal uses). Save seeds from each harvest for replanting (tomatoes, 
peppers, beans, etc., have seeds you can dry and store).​
 



●​ Collective food storage: Build rodent-proof storage (bins or sealed drums) for any bulk 
grains or dried foods you acquire or harvest. Keep them dry and periodically aired to 
avoid mold.​
 

●​ Replenish staples: Once markets or aid resume, focus on replenishing long shelf-life 
staples (flour, rice, pasta, canned foods) and ingredients like salt, baking soda, yeast (for 
baking). Having these means you can cook substantial meals even if fresh food is 
limited.​
 

●​ Cooking tools: Over months, pots or utensils might wear out. Find or improvise durable 
replacements (cast iron pans are great for open fire cooking). If your propane stove is 
dead, build a mud/brick oven or rocket stove for efficient wood cooking on the long run.​
 

●​ Dietary needs: Check in on anyone with special diets – diabetics, etc. Over a year, their 
nutritional management is crucial. For instance, a diabetic should have access to protein 
and low-GI foods if possible rather than just refined carbs. A person with hypertension 
should not be forced to eat extremely salty preserved foods daily if it can be helped 
(rinse canned foods to remove some salt, etc.).​
 

Cooking & Eating Safety Tips: 

●​ Always cook meat to well-done to kill bacteria (especially if you have no refrigeration for 
leftovers).​
 

●​ Boil foraged plants to reduce risk if you’re not completely sure of safety (boiling can 
leach out some toxins in certain wild foods, but it’s not foolproof).​
 

●​ Sanitize hands and cookware. Use some of your precious soap to clean dishes – 
diarrhea from dirty dishes can spread illness fast.​
 

●​ Organize mealtimes and share fuel: e.g., boil a big pot of water once for everyone’s 
tea/coffee rather than each family doing it.​
 

●​ Make use of every calorie: render animal fat from any meat you butcher (can be used for 
cooking or making pemmican-like high-energy food with dried meat/fruit), save vegetable 
cooking water to use in soups (nutrients leach into it).​
 

Checklist: Building Food Resilience 

●​ Inventory & Ration: Count current food; set daily ration goals (e.g., 1 can + 2 cups rice 
+ some fat per family per day).​
 



●​ Emergency Meals Plan: Have a simple, repeatable meal plan using what's available 
(e.g., rice & beans for dinners, oatmeal or rice porridge for mornings, with any variations 
as possible).​
 

●​ Community Food Sharing System: Establish how households share or trade food 
(perhaps a communal pantry for those who ran out, overseen by a committee).​
 

●​ Food Procurement Team: Assign people to various tasks: foraging, gardening, 
fishing/hunting, bartering outside – with safety and success criteria for each.​
 

●​ Monitor Health: Watch for signs of malnutrition (unusual fatigue, weight loss, hair 
thinning, skin issues) and adjust diets accordingly (seek missing nutrients, even if it 
means asking for help from outside communities or aid).​
 

●​ Keep Morale Foods: If possible, maintain a small stash of comfort foods (sweets, 
spices, coffee/tea) to boost morale on hard days. A bit of sugar in bitter times can lift 
spirits and encourage community bonding.​
 

By following these practices, your community can avoid starvation and deficiency diseases, and 
even approach a degree of food self-reliance the longer the crisis lasts. The key is cooperation, 
planning, and making the most of every resource. 

Water and Sanitation 

Access to safe water and proper sanitation is absolutely vital during an infrastructure collapse. 
Water-borne diseases can rapidly compound a disaster, so focus intensely on water safety, 
hygiene, and waste management. 

Water Supply: 

●​ Daily Water Needs: Plan for at least 2–3 liters of drinking water per person per day, 
plus additional for cooking and minimal hygiene (total ~1 gallon/person/day is 
recommended). In hot weather or for ill people, more is needed. Never intentionally 
ration drinking water to below half a gallon per day for an adult – dehydration is more 
dangerous than running out a bit sooner.​
 

●​ Finding Water Sources: Identify all potential water sources:​
 

○​ Remaining tap water in pipes (capture initial flow).​
 

○​ Water heaters (30-80 gallons of clean water).​
 



○​ Toilet tank (if no drop-in cleaners) – this water is clean enough for washing or, if 
boiled/treated, potentially drinking.​
 

○​ Nearby streams, rivers, ponds, lakes – assume these are biologically 
contaminated but usable if treated.​
 

○​ Rooftop rainwater runoff – set up gutters into containers.​
 

○​ Swimming pools – not for drinking (chlorine & possible contamination), but 
useful for washing or toilet flushing.​
 

○​ Wells – if someone has a well but electric pump is out, use a manual pump or 
bucket-and-rope to retrieve water.​
 

●​ Purification Methods:​
 

○​ Boiling: The surest method for killing pathogens. Boil water at a rolling boil for 1 
full minute (3 minutes at high altitudes). Let cool in a covered container.​
 

○​ Bleach Disinfection: Use unscented household bleach (5.25–8% sodium 
hypochlorite). Add ~8 drops (0.5 mL) per gallon of clear water, stir, and let sit 30 
minutes. If water is cloudy, filter then double the bleach (16 drops/gal). A slight 
chlorine smell should remain; if not, repeat dose and wait again. Note: Bleach 
loses potency with time; test on a small batch if uncertain.​
 

○​ Filtering: If you have a camping filter (ceramic or hollow-fiber), use it to remove 
bacteria and protozoa, but be aware most portable filters do not eliminate viruses 
– so ideally combine with chemical treatment or boiling.​
 

○​ Solar UV (SODIS): In strong sunlight, fill clear PET bottles with water and lay 
them in the sun for 6-8 hours (or 2 days if partly cloudy). UV and heat will kill 
many microbes (not as reliable for viruses/parasites as boiling, but better than 
nothing). Make sure bottles are clear and thin (no glass or very thick plastic).​
 

○​ Other Chemicals: If available, use water purification tablets (iodine or chlorine 
dioxide) per instructions. 2% Tincture of Iodine can be used (5 drops per quart, 
10 if cloudy; let sit 30 min). Iodine not recommended for pregnant women or 
prolonged use.​
 

○​ Settling & Filtering: For turbid water, first let it settle or filter through cloth to 
remove sediment, then treat.​
 

●​ Collection & Storage: Dedicate certain containers to treated water only. Clean and, if 
possible, sanitize storage containers with a dilute bleach rinse (1 cap bleach in 1 gallon 



water, shake, then rinse). Cover containers or use those with lids/spigots to prevent 
recontamination. Keep them off the ground (to avoid leaching chemicals or pests) and in 
shade (to prevent algae growth if translucent).​
 

●​ Water Security: As water gets scarcer, guard your water sources and supplies. Lock or 
guard well pumps, assign collection times to avoid conflict at communal sources, and if 
interactions with outsiders occur at water sources, handle them diplomatically but firmly 
(e.g., arrange scheduled sharing if multiple groups need the same spring).​
 

Hygiene and Sanitation: 

●​ Hand Hygiene: This is the frontline of disease prevention. Wash hands frequently: after 
using the toilet, before handling food, after handling waste or contaminated items. If 
water is extremely limited, use an alcohol-based hand sanitizer (at least 60% alcohol) 
when hands aren’t visibly dirty. Otherwise, use soap and a small amount of water – even 
a cup of water can suffice with proper technique (scrub 20 seconds). Set up a 
hand-washing station: e.g., a bucket or jug with a spigot (“tippy tap”) plus a catch basin 
and soap bar tied to it. Tip: Add a bit of chlorine to the handwash water (to ~0.05% 
solution, about 1 teaspoon bleach per gallon) to make it greywater that also disinfects 
surfaces after use.​
 

●​ Body Hygiene: Bathing might drop in priority, but don’t neglect it for too long. Try for at 
least one full body wash per week, or more often if climate causes heavy sweating. 
Bucket baths or sponge baths can maintain skin health – focus on groin, armpits, feet to 
prevent rashes and infections. If no soap, water alone still helps. Avoid sharing personal 
items like towels or razors to prevent spread of fungi or other pathogens. If you have 
limited soap, reserve it for handwashing and critical cleaning; otherwise, you can 
improvise soap from wood ashes and animal fat (lye soap), but it’s laborious.​
 

●​ Oral Hygiene: Stress continues brushing teeth (with boiled/cooled water if necessary). 
Dental issues can become severe if untreated for long periods. If toothpaste runs out, 
baking soda or even saltwater can be used to brush/rinse. Avoid excessive sugar if 
dentistry isn’t available.​
 

●​ Toileting: By now, flush toilets likely don’t work (unless you manually flush with bucket 
water). Latrines are a primary solution:​
 

○​ Pit Latrine: Should be at least 2-3 feet deep (more if long-term use), 1 foot wide 
trench or pit. Place a stable platform (wood boards, a toilet seat structure if 
possible) over it. Maintain privacy with tarp or tent. After each use, users should 
toss a scoop of dirt (or ash or lime if available) into the pit to reduce smell and 
flies. When the pit is filled to about 1 foot from the top, it needs to be filled in and 
a new pit dug. Mark filled pits (they will need a year or more to naturally 



neutralize before it’s safe to dig near again).​
 

○​ Composting Toilet/Bucket Toilet: If pits are not feasible (urban environment, 
high water table), use the twin-bucket system: one bucket for urine, one for feces. 
Urine can be diluted and disposed of (it’s generally sterile by itself) – in soil or far 
from water source. Feces bucket: add cover material (dry leaf matter, sawdust, 
shredded paper) after each use to cover feces. Keep lid on. When 2/3 full, 
carefully tie the liner bag and move it to a designated compost pit or container to 
decompose over months (ideally away from living areas). Lime or ash sprinkling 
helps reduce pathogen activity and odor.​
 

○​ Maintenance: Keep toilets and latrines clean to encourage usage and reduce 
disease vectors. Assign a rotation for cleaning communal latrines (wear gloves, 
use bleach solution to sanitize surfaces a few times a week). Ensure 
handwashing station is right near the latrine exit to ingrain usage.​
 

○​ Children: Manage diapers hygienically. If using disposable and no trash service, 
you may have to burn diapers (they release bad fumes, do it away from people). 
If cloth, create a soak bucket with soapy or lightly bleached water, then wash 
thoroughly and sun-dry (UV kills germs).​
 

●​ Greywater: Water from washing dishes, laundry, bathing – dispose of it away from clean 
water sources and not just on the ground near living spaces (to avoid stagnant puddles). 
Dig a small soak pit or direct greywater to gardens (if soap is biodegradable) or to the 
same pit used for latrine overflow (not ideal if soapy). Strain food particles out of 
dishwater before dumping (to not attract pests).​
 

●​ Waste (Garbage) Management: With no collection, implement local solutions:​
 

○​ Sort garbage: Organic (food scraps) vs Inorganic (plastic, metal, etc.).​
 

○​ Compost organic waste if possible in a pit or enclosed area – it will turn into 
fertilizer over months. Keep it covered to avoid pests. If compost isn’t feasible, 
bury food scraps far from camp or in the latrine pits (though too much may attract 
animals).​
 

○​ Inorganic waste: Reuse what you can (bottles for water, cans for cooking or 
hardware storage, plastic bags for lining toilets, etc.). What can’t be reused (like 
soiled plastic packaging) might be burned in small controlled fires – do this 
downwind from living areas and children, as burning plastic is toxic. Better yet, if 
some municipal dump site exists or a community-designated dump far away, 
consolidate trash there and bury it periodically. Keep waste piles covered or 
contained to reduce rodents/insects.​
 



○​ Medical waste: If someone is doing medical care (like bandages from a wound, 
or sharps), designate a container for that and later dispose safely (burn or bury 
deeply away from water).​
 

●​ Vector Control: Stagnant water invites mosquitoes; trash invites rodents and flies. Try 
to mitigate these:​
 

○​ Drain or fill any standing water (old tires, containers outside).​
 

○​ Use mosquito nets or at least repellent if available (even makeshift: burning 
certain plants or wood can deter some insects; or apply mud to skin as a 
short-term barrier).​
 

○​ Set traps for rodents around waste disposal areas. Keep food tightly covered. 
Cats can help control rodents if available (and double as companions).​
 

○​ Flies: Cover latrines and waste, hang fly strips if you can improvise (sticky tape 
with sugar lure) especially near cooking areas.​
 

Disease Monitoring: Despite best efforts, sanitation-related diseases can occur. Know the 
warning signs: 

●​ Diarrheal diseases (cholera, dysentery): Multiple community members with severe 
diarrhea, maybe vomiting, especially if water or sanitation was compromised. If this 
happens, assume water source is contaminated or a hygiene breach occurred. 
Immediately super-chlorinate water (use highest safe bleach dose, or boil everything), 
isolate the sick (their waste is highly infectious), enforce rigorous handwashing. Oral 
rehydration is lifesaving: use the ORT formula – 1 liter clean water + 6 tsp sugar + 1/2 
tsp salt. Give sips constantly. Seek medical aid from any source. This is a serious 
community emergency – consider quarantining your area to avoid spread.​
 

●​ Hepatitis A or E: Jaundice outbreaks from poor sanitation. Similar response as above – 
improve hygiene, safe water, and avoid sharing utensils.​
 

●​ Skin infections: If many have scabies, lice, or fungal infections (athlete’s foot, 
ringworm) due to tight living quarters and limited washing, address with improved 
hygiene measures: hot wash clothes/bedding if possible, use sulfur or permethrin soap 
(if any) for scabies, and isolate personal fabrics until treated. Boil clothes or iron them to 
kill lice/nits. Maintain cleanliness of sleeping areas, maybe provide more space per 
person if possible or rotate sleeping arrangements to sun-dry mattresses.​
 

●​ Respiratory issues: Sanitation extends to air too; burning trash or indoor cooking fires 
can cause bronchitis or worse. Provide ventilation, consider face coverings for smoky 



tasks, and try to shift such tasks outdoors.​
 

Checklist: Water & Sanitation Essentials 

●​ Water Source Map: List all nearby water sources (potable vs non-potable). Mark safe 
collection points and assign teams.​
 

●​ Purification Schedule: Who boils when? Who is adding bleach? Ensure each batch of 
community water is treated and labeled (“treated” or color-coded).​
 

●​ Water Container Cleanliness: Clean storage weekly (rinse with bleach water). Cover 
all drinking water.​
 

●​ Latrine Location Check: At least 30m (100ft) from any water source, downwind and 
downhill from living areas if possible.​
 

●​ Soap Stock: Monitor soap, alcohol gel, bleach stock. If running low, prioritize: (1) 
handwashing & dishwashing, (2) wound cleaning, (3) clothes/bathing.​
 

●​ Cleaning Roster: Daily tasks: empty greywater, cover waste pits, sweep common areas 
(removes refuse that could harbor pests), wipe down surfaces used for food with boiled 
water + a little bleach.​
 

●​ Protect Water Access: Keep one bucket always full of treated water solely for 
firefighting or emergency cleaning (in case of injury or outbreak).​
 

●​ Information: Put up simple posters or signs: “Boil water = 1 minute”, “Wash hands -> 
here”, “Use latrine – no open defecation” as reminders (pictograms help if language 
barriers).​
 

●​ Pest Control Steps: Check each shelter for signs of pests daily (droppings, bites). 
Deploy traps or deterrents (peppermint or mint oil cotton balls can deter rodents/insects 
if available).​
 

●​ Health Watch: Create a quick-report system: if anyone has fever, diarrhea, unusual 
rash, etc., community health point person is notified immediately to investigate source 
and isolate if needed.​
 

●​ Reserve Sanitation Supplies: Save some bleach and soap in reserve in case of a 
disease outbreak, so you can escalate cleaning then.​
 

By rigorously managing water and sanitation, your community will drastically reduce the risk of 
debilitating outbreaks and keep people healthier and more able to contribute to other survival 



tasks. Remember, cleanliness is survival in a collapse – it’s as important as food or security 
when it comes to sustaining life. 

Shelter and Heating/Cooling 

Maintaining safe and adequate shelter is crucial, especially as exposure to weather can be 
deadly without modern infrastructure. Whether people live in houses, apartments, or improvised 
shelters, you need strategies to keep everyone protected from the elements through heat, cold, 
rain, or storms. 

Assessment and Fortification of Existing Shelter: 

●​ Structural Safety: Right after the collapse (especially if events like power surges or 
cyber-physical sabotage caused any fires/explosions), check buildings for damage. 
Address immediate hazards: turn off gas to prevent leaks, shore up any weakened walls 
with lumber if you can, mark unsafe areas (don’t let people sleep in a building with a 
cracked foundation or partially collapsed roof – find alternatives).​
 

●​ Weatherproofing: With power out, HVAC is gone. Prepare for outside conditions:​
 

○​ For Cold:​
 

■​ Insulation: Seal drafts – use towels, rags, or duct tape to block gaps 
under doors and around windows. Hang blankets or even spare clothing 
over windows at night to reduce heat loss (and down during sunny day to 
let sun warm inside if any).​
 

■​ Consolidate living space: Have everyone sleep in the smallest room that 
can comfortably fit you all – body heat will warm it faster. Preferably a 
room on lower floors (heat rises, but lower floors also mean easier escape 
if fire and usually more earth insulation).​
 

■​ If in a house, shut interior doors of unused rooms; focus heating only 
where people stay.​
 

■​ Lay mattresses or foam on the floor to avoid contact with cold ground and 
to use as additional insulation on walls if needed.​
 

■​ Wear layers indoors (thermal underwear, then clothing, then coats if 
needed, plus hats and socks – significant heat is lost through head and 
feet).​
 

■​ Safe Heat Sources: If you have a fireplace or wood stove, utilize it but 
ensure ventilation and that chimney flues are open and clean (creosote 
fires are a danger). Always have a CO detector if available when burning 



indoors. Keep a bucket of sand or water to extinguish embers.​
 

■​ If no fireplace, you can use terracotta pot + candle heaters (with caution – 
minor heat but better than nothing in small space). Never leave flames 
unattended.​
 

■​ Heat only to survival temperature (~55°F is fine if people have blankets 
and clothes) to conserve fuel.​
 

■​ Nighttime: Everyone in one room, share body warmth – even communal 
sleeping under a big tent of blankets. Consider a “campfire” rotation if 
outdoors: keep one fire outside that small groups use in shifts to warm up, 
rather than many little dangerous fires inside.​
 

○​ For Heat:​
 

■​ Cooling spaces: Identify the coolest room or area (north side of building, 
lower floor, or basement). Make that the day refuge during peak heat.​
 

■​ Ventilate at night: If nights are cooler, open windows widely after sundown 
to let heat out. Close before the day heats up; cover windows (with 
light-colored or reflective material if possible) to block sun.​
 

■​ Hydrate more, and arrange shady outdoor areas (use tarps or sheets to 
create shade canopies).​
 

■​ Avoid heat-generating activities in indoor living spaces (cook outside, limit 
running generators indoors obviously, etc.).​
 

■​ If available, battery-powered or hand fans help; also encourage using 
damp cloths on skin or a spray mist bottle to cool via evaporation.​
 

■​ Recognize heat illness signs (dizziness, cessation of sweating, confusion) 
– have a plan to cool victims quickly (move to shade, wet skin, fan them).​
 

■​ Use communal areas with high thermal mass (concrete buildings) as cool 
shelters if available (e.g., the ground floor of an apartment may stay 
cooler – gather there).​
 

■​ Pools or bodies of water: submerging in water can cool core temp, but 
ensure supervision (and water is clean enough not to cause infection in 
any cuts).​
 



●​ Improvised Shelters: If people’s homes are uninhabitable, quickly improvise 
alternatives:​
 

○​ Tents from tarps and rope – set them up in a dry, sheltered location (lee side of a 
building or under large intact roof).​
 

○​ Use vehicles as shelter if they provide weather protection (just be wary of 
heat/cold extremes and never run engine for heat in an enclosed space because 
of CO).​
 

○​ Community buildings like schools, churches, gyms – open them if structurally 
sound and use as group shelters. Concentrate resources there (e.g., easier to 
heat one gym with a few stoves than 50 individual homes).​
 

○​ If available, distribute plastic sheeting – you can rig it to patch roofs, cover broken 
windows, or even create a “room” within a larger space to hold heat.​
 

○​ Pallets or scrap wood can get people off cold floors or to build basic frames for 
tarp shelters.​
 

●​ Fire Safety: With unconventional heating and lighting, fire risk is high. Mitigate it:​
 

○​ Use candles/lanterns carefully: placed in stable holders, away from flammables, 
and extinguish before sleeping.​
 

○​ If using a generator or fuel heater, absolutely only outdoor use or vented out 
window (CO kills, as repeated).​
 

○​ Maintain a fire watch – e.g., if fireplace is lit overnight, someone stays up in shifts 
to watch for sparks, etc.​
 

○​ Have a plan if a shelter catches fire: know exits, have a rally point outside to 
count everyone. If water is scarce, use sand/dirt to extinguish flames. Even 
buckets of water from any source are critical for fire – allocate some for 
emergency fire-fighting.​
 

○​ Keep fire-starting tools secure (to prevent children from playing or accidental 
fires).​
 

●​ Natural Disasters During Collapse: The irony is a secondary disaster (storm, 
earthquake, etc.) can strike while infrastructure is down. Make contingency plans:​
 

○​ If in hurricane or storm zone, secure loose debris around shelters that could turn 
into projectiles. Pre-identify the safest building as a storm shelter (one with solid 



construction, no big trees around).​
 

○​ If in wildfire season, clear a defensible space around your main shelters (remove 
dry brush, etc.) and prepare to evacuate if wildfires approach.​
 

○​ For earthquakes, if sleeping indoors in unreinforced structures, consider 
occasional drills to drop-cover-hold, or even have people sleep in safer locations 
if aftershocks are expected.​
 

○​ Essentially, keep your survival gear portable in case you must relocate due to 
such events.​
 

Heating Fuel & Energy: 

●​ Wood Fuel: If using wood for fires:​
 

○​ Choose hardwoods (oak, maple) over softwoods (pine) for longer burn and less 
creosote. But use what you have. Unseasoned (wet) wood produces lots of 
smoke and less heat; if possible, dry wood before use (stack near fire for a day or 
so).​
 

○​ Establish a wood collection and rationing system. Don’t clear-cut all nearby trees 
at once; be strategic and leave some nature for longer term and to avoid erosion.​
 

○​ Firewood alternatives: furniture (untreated wood) can be broken up; 
books/newspapers tightly rolled can burn in a pinch; dried dung if in rural areas; 
yard debris like dry twigs and leaves help start fires. Avoid burning painted or 
pressure-treated wood (toxic fumes).​
 

○​ Create a safe wood stove if possible: a metal barrel or drum can be fashioned 
into a stove with chimney pipe (for indoor heating/cooking more safely).​
 

●​ Other Fuels: If propane, kerosene, or gas is available:​
 

○​ Use sparingly and mainly for critical heating (like kerosene heater for a few hours 
at night in extreme cold) – and absolutely ventilate. Even then, CO detectors if 
you have any battery ones.​
 

○​ Camp stoves (propane/butane) – best for cooking only, and do it outside or under 
a well-vented area (like near open window).​
 

○​ Candle heaters and body heat might be the fallback if no fuel – encourage group 
huddling, warm rocks by fire (then wrap in towel to use as bed warmer), etc.​
 



●​ Insulation Projects: If weather is cold long-term, improvise more insulation:​
 

○​ Collect cardboard – line walls or windows with it (air gap in corrugated cardboard 
adds insulation).​
 

○​ Pile earth or snow against the outside walls halfway up to insulate (like an old 
sod house concept).​
 

○​ Tent a smaller area within a big room using blankets or tarps to concentrate heat 
where people sleep (creating a microclimate).​
 

○​ Stuff clothing or newspapers into cracks in log cabins or between wall joints.​
 

○​ Build a windbreak outside if wind is a big issue (stack sandbags, wood piles, or 
canvas wall to break cold wind hitting the shelter).​
 

●​ Cooling Strategies Extended: If facing a hot climate over months:​
 

○​ Construct evaporative coolers if climate is dry: hang wet sheets in windows or 
build a swamp cooler (a box fan through a wet pad if you have minimal power or 
even a hand-pumped fan).​
 

○​ Create shade structures over homes (like stretching tarps a foot above a roof can 
cool the house by shading the roof).​
 

○​ Encourage everyone to wear loose, light-colored clothing and wide hats outside.​
 

○​ Shift schedule to avoid midday work – siesta approach – and do more tasks in 
early morning or evening.​
 

○​ Set up communal “cool rooms” – e.g., one basement or below-ground spot where 
people can retreat during heat waves, with maybe battery fans focusing there.​
 

○​ Consider relocating sleeping arrangements outdoors at night if safe (rooftops or 
courtyards) to catch breezes – but take measures against mosquitoes (nets).​
 

●​ Lighting & Safety in Shelter: Maintaining some light in the evenings is important for 
morale but also safety (moving in dark shelters can cause falls or accidents):​
 

○​ Use the safest available lighting (LED lanterns are great if batteries or solar can 
charge them; next best are oil lamps or candle lanterns with glass enclosures).​
 



○​ Enforce lights-out policies to conserve fuel and allow people to sleep (darkness 
at night also helps maintain circadian rhythm).​
 

○​ Post glow-in-dark markers or reflectors for exit paths if you have (even strips of 
white cloth can mark a route).​
 

○​ Keep a whistle or air horn in shelter to signal others in case of an emergency (like 
a fire or structural issue).​
 

Community Shelter Coordination: 

●​ If a large number of people are sheltering in a communal facility:​
 

○​ Arrange sleeping areas in a tidy grid or sections, with pathways clearly kept clear 
(for access or evacuation).​
 

○​ Establish quiet hours and some privacy norms (like hang sheets to partition 
families if possible, to reduce stress).​
 

○​ Manage indoor air quality: lots of people together means CO2 and humidity build 
up; ventilate a few times a day by opening doors/windows if weather permits.​
 

○​ Crowd diseases: enforce that sick individuals sleep slightly apart (if space, have 
an ‘infirmary’ corner).​
 

○​ Security: if in a communal shelter, have someone at entrance to monitor who 
comes/goes (so strangers don’t wander in or children don’t wander out 
unsupervised).​
 

●​ If weather disaster threatens, drill procedures: e.g., if a tornado warning (even if no 
sirens, you might rely on sky signs), have a pre-decided safe zone (interior hallway or 
basement) and practice getting everyone there quickly.​
 

●​ Keep shelters clean: group living gets dirty quick. Sweep, empty trash, and air bedding in 
sun if possible to kill lice/bedbugs that might appear after long periods.​
 

Checklist: Shelter & Climate Control 

●​ Inspect Buildings: After initial event and periodically (especially after aftershocks or 
storms), check roofs, walls, chimneys for integrity. Mark dangerous areas.​
 

●​ Winter Prep: For cold climates: stockpile firewood/fuel, gather warm clothing for all, set 
up one insulated room for sleeping, procure or improvise bedding (straw can be a 



mattress substitute if available).​
 

●​ Summer Prep: For hot climates: identify water for cooling, prepare shading materials 
(tarps, foil), ensure everyone has a water bottle to carry, schedule breaks.​
 

●​ Heating Devices Check: Ensure all stoves, lamps, etc., are in safe working order. Clean 
chimney flues periodically (creosote build-up can cause chimney fire).​
 

●​ CO Monitors: If any battery-operated CO detectors can be obtained, install them near 
sleeping areas when using any combustion heat source. Test them regularly (keep some 
spare batteries for these critical devices if possible).​
 

●​ Fire Readiness: In each shelter area, set aside tools for fire response: buckets, sand, 
fire blanket (you can make one by soaking a blanket in saltwater and drying it, to 
smother flames).​
 

●​ Emergency Drill: Practice a fire drill or evacuation from primary shelter. Also decide 
what happens if shelter becomes uninhabitable (where is backup shelter? perhaps tents 
outside or a neighbor’s house).​
 

●​ Ventilation Routine: Each morning and evening, ventilate living spaces (even in cold – 
open briefly to exchange air, then re-seal).​
 

●​ Lighting Plan: Assign which lights are used when (so you don’t burn 5 lamps when 1 
can do). Possibly designate a common area for evening activities with one big lamp, 
letting others go dark to save fuel.​
 

●​ Sleeping Gear Care: Dry out bedding regularly (damp bedding can cause hypothermia). 
Beat out and sun-expose blankets to reduce pests.​
 

●​ Tool Access: Keep basic repair tools accessible (hammer, nails, saw) so you can fix 
shelter issues promptly (like boarding a broken window or bracing a door).​
 

●​ Group Boundaries: If multiple families share space, set agreed boundaries for each 
(even if just imaginary lines) to respect privacy and reduce conflict.​
 

●​ Weather Alerts: Utilize any means (radio, observing environment) to anticipate weather. 
Have spotters for storms or an agreed signal if someone sees a coming hazard (like 
ringing a bell if floodwater rising or etc.).​
 

Shelter is not just about bricks and mortar – it’s also about creating a sense of security and 
normalcy. A well-organized, weather-appropriate shelter situation will keep everyone healthier, 
more rested, and mentally stronger to face the other challenges of the collapse. 



Communication and Information 

Communication is both one of the first systems to fail in a cyber-induced collapse and one of the 
most vital capabilities to maintain among survivors. Without information, rumors spread and 
coordination suffers. This section provides guidance on how to communicate within your 
community and beyond when normal channels (power, phones, internet) are down. 

Internal Communications (Within the Community): 

●​ Communication Tree: Early on, establish a roster of all community members (names, 
addresses, any known working phone/radio contacts). Set up a buddy system or “tree” 
so that each person or family is checked on daily, especially in early phase. E.g., Block 
captains knock on each door on their street every morning for a quick status check.​
 

●​ Bulletin Board: Create a central information hub. It could be a chalkboard, whiteboard, 
or even a cardboard taped to a wall. Use it to post:​
 

○​ Daily news updates (from radio or observers).​
 

○​ Community announcements (meeting times, work assignments).​
 

○​ Requests/Offers (e.g., “Family X needs baby formula” and someone else can 
respond if they have extra).​
 

○​ A simple map if needed, for locations of key facilities (water point, med station, 
latrine, etc.).​
 

●​ Meetings/Briefings: Hold regular briefings at a consistent time/place (like every evening 
at 6 pm). Keep them organized: have one person summarize news (from radio etc.), 
others report on water/food status, etc. Then allow Q&A. Keep them brief to respect 
curfew or darkness issues.​
 

●​ Low-tech signals: Develop some common signals for urgent situations:​
 

○​ Whistles or bells: 3 blasts might mean “gather now” or an emergency (like a fire 
or security threat). One long blast could signal all-clear.​
 

○​ Colored flags or cloth: As mentioned, green/yellow/red on doors to indicate 
needs.​
 

○​ Runners: If area is spread out, assign fit individuals as messengers to carry notes 
or verbal messages between groups (like a modern “town crier” or postal run).​
 

○​ If available, use walkie-talkies for intra-community comms (FRS radios have 
limited range ~0.5-1 mile, GMRS can go further but need a license ideally – in a 



survival scenario that’s moot). Establish a channel for general use and one for 
emergency use. Practice radio discipline (short, clear messages, identify who you 
are calling and who you are).​
 

●​ Internal Newsletters or Logs: If someone has pen and paper, consider writing a simple 
newsletter or daily log and duplicating it (by hand or using carbon paper) to distribute so 
everyone has a reference. Even a one-page summary of key news and rules can reduce 
confusion.​
 

●​ Addressing language or disability barriers: Ensure information reaches everyone. If 
you have non-English speakers, find translators and perhaps post important messages 
in multiple languages (or use pictograms). For deaf individuals, communicate in writing 
or sign; for blind, ensure someone is assigned to verbally update them. Make these 
inclusive communications part of the plan, not afterthoughts.​
 

External Communications (Beyond the Community): 

●​ AM/FM/NOAA Radio: A battery or crank radio is your lifeline to outside news. Designate 
times to listen (top of hour news, or specific emergency frequencies). Place the radio in a 
quiet area so you can copy info accurately. Write down any key details (government 
instructions, locations of relief camps, weather forecasts).​
 

●​ Ham Radio (Amateur Radio): If someone is a licensed ham or you have a ham radio 
transceiver (and even if not licensed, in true emergencies you may transmit on ham 
frequencies to seek help—FCC rules permit emergency transmissions for 
life-threatening situations).​
 

○​ Shortwave/ham can receive far-away comms (useful if local broadcast down). 
Listen on common emergency frequencies: e.g., 7.080 MHz LSB or 3.975 MHz 
LSB (in HF bands) used often for disaster comms, or local VHF/UHF repeaters if 
any operate on backup power.​
 

○​ If transmitting, know your basics: give call sign (if unlicensed, say “This is [name] 
at [location], we have an emergency need…”), keep it brief, listen for replies. 
Ham operators often monitor certain calling frequencies or local repeaters if 
running on generator.​
 

○​ A simple VHF hand-held radio can reach a few miles, more if line-of-sight and 
using a repeater on a hill (if still up). Try calling on 146.520 MHz FM (national 2m 
calling freq) or 446.000 MHz FM (70cm calling) for local hams.​
 

○​ For HF (long range), one might try 14.300 MHz USB (Global Emergency Center 
of Activity) or any band segment where disaster traffic is heard. If you’re not 
trained, listening is best; try transmitting only if desperate or if you have a ham 



advisor.​
 

●​ Citizen Band (CB) Radio: If someone has a CB radio (common in vehicles, truckers 
etc.), these don’t need licenses. Channel 9 is traditionally emergency, Channel 19 for 
trucker comms. Try calling for help or info on Ch. 9. Range is limited (couple miles, more 
with good antenna).​
 

●​ GMRS/FRS Radios: FRS (Family Radio Service) handhelds require no license; GMRS 
(General Mobile Radio Service) officially needs a license but likely overlooked in a major 
crisis. These could contact nearby communities or just distant parts of your own if large. 
Channel 1-14 are FRS shared, 15-22 GMRS. Maybe coordinate with neighbors to have 
a channel where communities share news at certain times daily.​
 

●​ Satellite Phones/Messengers: Unlikely widely available, but if someone does have a 
satellite communicator (e.g., Garmin InReach, SPOT, or an actual sat phone), that can 
cut through when all else fails because they bypass local infrastructure. Use them 
sparingly (battery/plan limits) for critical messages out (like “We are alive at X location, 
need medical help for 2 people” or to receive intel from outside contacts).​
 

●​ Internet Solutions: Possibly after some weeks, partial internet (or at least local 
intranets) might come back. If one building has a generator and its Wi-Fi router on, 
people nearby might connect. There are “mesh networks” concept: communities can set 
up nodes to share messages offline. If a tech-savvy group exists, they could deploy 
something like Briar app on Android (uses Bluetooth/Wi-Fi to mesh messages without 
cell network), or simple Wi-Fi direct chats. But these require preparation and enough 
devices.​
 

●​ Physical Messages: If transport works (bicycles, vehicles with fuel), you can send 
actual letters to other communities or local authorities. E.g., write a letter listing your 
situation and needs and dispatch someone to the nearest emergency ops center or relief 
hub. Include return message if possible (“We request info on relief supply schedule for 
OurTown; send reply with runner or via radio on X frequency”).​
 

●​ Reaching Authorities: Police/fire radios might still work on their end; you likely can’t 
transmit to them, but if you see an officer or vehicle, communicate your status. 
Sometimes during disaster, police might put out public address announcements via car 
loudspeakers – listen for those. Similarly, if you know of any working phone line (even 
one landline that has analog service can sometimes still ring out if the central office is on 
backup power), try calling emergency services or an out-of-area contact to relay info.​
 

Countering Rumors and Misinformation: 

●​ Only pass on info that has a reliable source. If you heard something via one person who 
“thought they heard on radio…”, confirm it if possible (two people listen independently or 



find another source).​
 

●​ Post source with news on the bulletin (“Boil water advisory in effect – heard on 1610 AM 
emergency radio at 5pm”).​
 

●​ Encourage a culture where people verify before acting on news (“Is that official? Let’s 
confirm in tonight’s broadcast”).​
 

●​ Rumors like “There’s anarchy in the next town” can cause panic. Investigate – maybe 
send a scout or hail on radio to someone there. Often rumors exaggerate. Keep a tone 
of cautious optimism: share difficulties truthfully but also any positive news (e.g., 
“National Guard arrived in the county” to keep hope).​
 

●​ Maintain contact with neighboring community leaders to share accurate local info and 
squash wild rumors.​
 

Psychological Aspect of Communications: 

●​ Communication isn’t just technical – it keeps morale. A friendly chat, sharing a story or a 
small joke over a radio net or at meetings can lift spirits. Encourage people to talk, not 
isolate.​
 

●​ Create a “message board” for morale: people can pin encouraging notes, prayers, or 
thank-yous (e.g., “Thank you to water team for working late!”). Little things like that 
strengthen resolve.​
 

●​ For families separated at disaster onset, try everything to help them reconnect. Maintain 
a list of “missing/looking for” and share with any Red Cross or relief officials (once those 
operate, they often have family reunification services). Use radio calls or message 
runners to seek info on missing persons.​
 

●​ If one working phone call is possible, often an out-of-state relative might act as relay (as 
in our plan: each household ideally had an out-of-town contact to check in with). If 
someone gets through to their contact, ask that contact to inform other families’ contacts, 
etc., to cascade news that “We are alive at location X.” This was done often in disasters 
when local phones jam but one person’s call gets through, they become the messenger 
for all.​
 

Equipment & Power: 

●​ Devote some energy resources to communications:​
 



○​ Keep at least one radio charged at all times. If using replaceable batteries, have 
spares. If using a crank, ensure multiple people know how to operate it and do it 
regularly to listen at critical times.​
 

○​ If you have a car with gas, using its radio is an option (AM car radio can get news 
with minimal battery drain).​
 

○​ If generator or solar charger available, prioritize charging comm devices (walkie 
batteries, cell phones) along with medical devices. A phone that has no network 
can still be used for offline info storage or tools (like an offline map or using its 
flashlight).​
 

●​ Set up antennas for radios if you can: a long wire thrown into a tree can vastly improve 
an AM/shortwave radio’s reception. For walkie-talkies, being on higher ground increases 
range – have a comm person go to an upstairs window or hill when trying to contact a far 
group.​
 

●​ Use scanners if available: A radio scanner can pick up police, fire, EMS frequencies 
(unless they use encrypted digital trunking). Many public services may drop encryption 
during a catastrophe to interoperate better. Listening to those could provide valuable 
intel on where help is active or areas to avoid. Some scanners can also receive weather 
radio, ham bands, etc., in one unit.​
 

●​ Maintain device health: Keep electronics dry and safe from shock. If EMP was a risk 
from the cyber conflict, some devices might have fried initially; protect what you have left 
from static or surges. Unplug devices when not in use if expecting power surges or 
lightning, etc.​
 

Reconnecting with Broader Networks: 

●​ As recovery progresses, gradually shift from emergency comms to normal comms. For 
example, if cell service returns in spurts, designate someone to quickly send text 
updates to a list of family contacts or to call a designated emergency number that might 
be set up for survivors to register.​
 

●​ Cooperate with any official registration efforts (like FEMA’s survivor registry or Red Cross 
Safe and Well). The sooner you’re “on the grid” in those systems, the sooner you might 
receive aid or be counted.​
 

●​ If internet is back in any capacity, verify/correct any info on social media (e.g., rumors of 
your area being wiped out can be dispelled by posting a brief update via a volunteer’s 
internet connection, which might direct resources to those truly in need).​
 



●​ Keep an archive: maintain copies of all official communications (e.g., if a government 
flyer or announcement comes in, save it). Could be needed for reference or even 
evidence if controversies arise later (like proof you were told something).​
 

Checklist: Communication Priorities 

●​ Maintain Radios: Check function daily, log battery levels, have a charging plan. Do a 
radio check schedule (like test two-way radios every morning at set time to ensure they 
work).​
 

●​ Information Tracking: Assign a “Comms Officer” or team who writes down key news 
and times, and ensures it gets to leadership and bulletin board.​
 

●​ Community Directory: Up-to-date list of everyone present, and their emergency contact 
if known. Mark when each person was last directly communicated with (especially if not 
all sheltering together).​
 

●​ Regular Updates: Hold community info-sharing at least daily so no one feels in the 
dark. Even if no new news, say that (“No new external updates; next expected broadcast 
at 6am”).​
 

●​ Encourage Feedback: Allow community members to ask questions or express 
concerns at meetings or via notes. Respond to curb misinformation and give sense of 
involvement.​
 

●​ Connect Outward: Identify nearest functioning authority or neighboring community and 
ensure some link (runner, radio, etc.). Don’t remain an island; networking increases 
survival.​
 

●​ Monitor Safety Channels: Keep ear on emergency channels (weather alerts, etc.). 
Even jury-rig a baby monitor or someone to wake others if important radio news comes 
overnight.​
 

●​ Languages/Signs: If needed, have multi-language notices or interpreters. Use visual 
aids on bulletins (icons for water, food, danger).​
 

●​ Record Decisions: Write down important community decisions (curfew times, etc.) and 
post them, so even those who missed a meeting know what was agreed.​
 

●​ Backup Comms: If primary comms fails (e.g., radio breaks), have a backup plan 
(maybe a second radio, or a plan to physically go to a known info point like a fire station 
once a day).​
 



●​ Keep It Calm: Those communicating externally, remember to keep messages clear and 
calm. Panic in voice or writing can lead to misunderstandings. E.g., when calling for aid, 
give location, nature of need, number of people, etc., succinctly.​
 

●​ Celebrate Communication Wins: When someone gets a message from a loved one or 
a useful tip via radio, share that positive moment – it reinforces the importance of staying 
connected.​
 

Communications can mean the difference between isolation and timely aid, between chaos and 
organized action. Even in a high-tech disaster, often low-tech solutions and human messengers 
rise in importance. By mastering these, your community maintains one of the most fundamental 
aspects of civilization: the ability to share knowledge and work together through understanding. 

Vulnerable Populations and Equal Access 

In any disaster, certain groups of people are more vulnerable and require special attention to 
ensure their safety and dignity. These include the elderly, people with disabilities or chronic 
illnesses, children (especially infants and toddlers), pregnant women, and those with mental 
health conditions or other special needs. A truly resilient community is one that safeguards its 
most vulnerable members rather than leaving them behind. This section provides guidelines for 
identifying needs and providing support to these groups. 

General Principles: 

●​ Buddy System: Pair each vulnerable individual or household with a specific neighbor or 
team responsible for checking on them daily (or more often in critical times). This 
ensures personalized attention. For example, assign a teenager or adult to an elderly 
neighbor – they check if they have eaten, have water, medications, etc., and help with 
tasks.​
 

●​ Inclusion in Planning: Include representatives of vulnerable groups in your planning 
discussions if possible. A caregiver for a disabled person can inform what specific 
challenges exist (e.g., “we need a way to recharge this wheelchair battery” or “X can’t 
climb stairs, so where we shelter them matters”).​
 

●​ Accessibility: When setting up communal resources (latrines, water points, shelters), 
ensure they are accessible. For instance, have at least one latrine that is easier to reach 
(no high step, perhaps a makeshift handrail) for those with mobility impairments. If 
distributing supplies via line, allow those who physically cannot queue to have someone 
proxy for them or deliver to them.​
 

●​ Privacy and Dignity: Vulnerable individuals often fear being a burden. Emphasize 
community values that everyone is worth protecting. Provide privacy when possible (for 
example, a curtained-off corner in a shelter for an elderly person who might have 



incontinence issues, so they don’t feel humiliated; or discreet times for nursing mothers 
to feed infants comfortably).​
 

●​ Medical and Dietary Needs: Identify any special diets or medications:​
 

○​ Keep an updated list: “Mr. A – insulin-dependent diabetic, Ms. B – needs blood 
pressure pills daily, Child C – severe peanut allergy” etc.​
 

○​ Use community resources to prioritize these: e.g., if someone finds a working 
pharmacy or hospital, they know what to look for (insulin, etc.). Or if distributing 
food, ensure the child with peanut allergy gets something else in their ration 
when others get peanut butter.​
 

○​ If refrigeration is needed for meds (like insulin), allocate extra fuel or cooling 
resources to that. Use the pot-in-pot cooler method as discussed for insulin and 
similar items.​
 

●​ Mental Health Consideration: Vulnerable can also mean people mentally not coping 
well (someone who lost family and is in deep grief or shock). Watch for those who 
withdraw or show extreme anxiety. Pair them with compassionate peers or involve them 
in routine tasks to give a sense of purpose. If professional help is unattainable, peer 
support (just listening, comforting) is crucial. Do not stigmatize expressions of trauma – 
provide safe spaces to talk (e.g., maybe a daily short “circle time” where people can 
share feelings, perhaps particularly helpful for kids to voice fears).​
 

●​ Children:​
 

○​ Keep children with their guardians whenever possible. If kids are separated or 
orphaned by the disaster, treat reunification as urgent. Meanwhile, assign them a 
temporary caregiver in the community (like an auntie/uncle figure).​
 

○​ Protect them from harm: make sure someone monitors kids so they don’t wander 
near dangerous areas (ruins, bodies of water, etc.) or ingest contaminated things. 
Child-proof where possible (e.g., keep fuel, sharp tools out of easy reach).​
 

○​ Nutrition: Children have high needs. If food is scarce, community may need to 
skew rations a bit toward growing kids and pregnant/nursing mothers – make that 
clear and accepted. For infants, if formula runs out, see if any mother can 
wet-nurse (if culturally acceptable and physically possible). Otherwise, find 
substitute milk sources (evaporated milk diluted if safe water, or animal milk 
boiled – not ideal for infants but better than water alone).​
 

○​ Play and Routine: Try to maintain some normalcy for kids: simple toys (a ball, a 
deck of cards) or games can keep them occupied and reduce trauma. Have 



adults take turns leading a play or story hour. Older kids can help with light 
chores (fetching water in small amounts, cleaning, watching younger ones) – this 
engages them and helps them feel useful.​
 

●​ Elderly:​
 

○​ Often have mobility issues, hearing/vision impairments, or dementia. Ensure their 
environment is safe: clear trip hazards, provide a cane or walker if available, 
check eyeglasses are not lost.​
 

○​ Medication and dietary needs (low salt, etc.) as mentioned. Warmth is crucial for 
elderly as they’re sensitive to cold – give them extra blankets or priority by the 
fire.​
 

○​ They might not voice needs, not wanting to impose. Proactively offer help 
(“Would you like me to fill your water bottle? Let me bring you a meal so you 
don’t have to walk in the dark.”).​
 

○​ Tap their wisdom: elders can be emotional pillars, sharing stories or comforting 
others. Engage them in advisory roles if they’re mentally fit – it reinforces their 
sense of purpose and respect.​
 

●​ Disabled Persons:​
 

○​ Mobility impairments: If someone uses a wheelchair, is the environment 
navigable? If in a multi-story building and elevators out, relocate them to ground 
floor if possible. Improvise ramps over steps with planks for key areas. Have 
teams assigned to physically carry individuals if needed for evacuation or moving 
around (do drills – how to safely carry someone downstairs in a chair).​
 

○​ Hearing impaired: Write things down (keep notepad for them). Use visual signals 
(like flick lights or wave) to get attention. Make sure they aren’t isolated – they 
might miss announcements, so assign a buddy to keep them informed.​
 

○​ Visually impaired: Keep paths clear, use rope or tape lines as guides in hallways 
if possible. Announce yourself when approaching them, describe surroundings. 
Possibly their service animal might be with them – ensure the animal is also 
cared for (food, etc.).​
 

○​ Cognitive impairments (developmental disabilities or dementia): They may not 
understand what’s happening and can be extra scared. Keep them with familiar 
faces, maintain calm environments for them when possible. Give simple, clear 
instructions, possibly repeated often (like daily routine charts or signs).​
 



●​ Chronic Illness:​
 

○​ For people needing regular medical procedures (dialysis, wound care), 
coordinate with any medical professionals available. If dialysis centers are down, 
that’s an acute crisis – try to evacuate those people to a functioning facility if any 
(coordinate with relief agencies; sometimes in disasters, they airlift dialysis 
patients out). For others, do the best management possible (diet control, infection 
prevention for diabetic wounds, etc.) while pressing authorities for help.​
 

○​ Asthmatics: dust, smoke in disaster can trigger attacks. Try to secure extra 
inhalers early (maybe ask others if they have spares or find in first-aid kits). 
Reduce their exposure to smoke (i.e., don’t have them on firewood detail).​
 

○​ Mental Illness: Someone with severe anxiety, depression, schizophrenia, etc., 
could destabilize without meds or routine. If they have meds, guard those. If not, 
try to find alternatives through any medical channel or manage with supportive 
environment. Keep an eye out for significant changes (e.g., someone stops 
taking meds may behave erratically – have a gentle safety plan).​
 

●​ Pregnant Women & New Mothers:​
 

○​ Ensure they have extra food and water if possible, they’re eating for two 
(breastfeeding mothers as well).​
 

○​ Try to reduce their physical strain – others can carry heavy loads for them. But 
keep them moderately active as appropriate (it’s actually good for pregnancy to 
move a bit, but no overexertion).​
 

○​ Prepare for birth: Identify who in community has midwifery or medical experience. 
Assemble a clean birth kit: clean sheets, a sharp sterilized knife or scissors for 
cutting cord, clean string for cord tying, gloves if possible, etc. Scout a warm, 
private area for delivery when time comes. Post-birth, ensure mother has 
increased nutrition and hydration for recovery and milk production.​
 

○​ Emotional support: Pregnancy/new motherhood in a crisis is scary. Provide 
reassurance, involve them in lighter communal roles (maybe watch children’s 
group or maintain a diary) to keep spirits up but not physically exhaust.​
 

●​ LGBTQ+ individuals or other marginalized groups: Disasters can sometimes 
exacerbate social tensions. Maintain a zero-tolerance stance on discrimination or 
harassment. Make sure everyone is treated fairly in aid distribution and tasks. If 
someone feels unsafe due to others’ prejudices, address it head-on with community 
leaders reinforcing inclusivity and lawful behavior.​
 



●​ Refugees/Outsiders: If new people come in seeking help (e.g., from a harder hit 
neighborhood), evaluate how to assist without overwhelming resources. If you accept 
them in, integrate them into the buddy system and supply chain fairly. They become part 
of "us," not "them." If too many to absorb, coordinate with relief groups to direct them to 
proper aid, but still treat them humanely while they are present (water, a meal, etc.).​
 

●​ Security vs. Vulnerable: If security measures (like armed patrols or strict rules) are in 
place, ensure they don’t inadvertently harm vulnerable folks. Example: a curfew is set at 
9pm, but an elderly man wanders due to dementia – instruct security to kindly escort him 
back, not punish. Be flexible.​
 

Checklist: Caring for Vulnerable People 

●​ Identify & List: Who are the vulnerable in our group? List names, specific needs (meds, 
mobility, etc.), caretaker contact. Keep this list with med/aid coordinator.​
 

●​ Assign Buddies/Teams: Every vulnerable person has a designated helper or team. 
Ensure backups for that helper (e.g., if primary buddy is ill, who steps in).​
 

●​ Priority Supplies: Set aside a small cache of critical supplies for vulnerable groups: 
e.g., some easy-to-digest foods for elderly/kids, extra sanitary pads if an older adult is 
incontinent, diapers, formula, etc. Don’t let these run out without plan.​
 

●​ Med Tracking: Monitor remaining meds (insulin vials left, etc.). Mark calendar for when 
each person’s meds are projected to run out and seek resupply well before that date. 
Advocate to any medical relief first on behalf of those patients.​
 

●​ Special Shelter Areas: Create calmer, warmer (or cooler) spaces as needed: e.g., a 
“nursery” corner for moms and babies, a warm sleeping spot by fire for the frail, a quiet 
tent for anyone overwhelmed to rest.​
 

●​ Skill Utilization: Engage vulnerable persons in community roles appropriate for them. 
An elder might recount news to children; a disabled person with good organizational 
skills could help track inventory or manage the bulletin board. Purpose fights depression.​
 

●​ Check-in Questions (for buddies or volunteers): "Have you eaten and drunk water 
today?" "Do you have any pain or discomfort?" "Do you need help with restroom or 
hygiene?" "Do you understand what's happening/plan for today?"​
 

●​ Adaptive Equipment: Gather items that aid them: walking sticks from tree branches for 
those unsteady, shopping carts or wheelbarrows to move those who can’t walk far, eye 
glasses donations from others if someone lost theirs and matches prescription 
somewhat, hearing aid batteries if findable, etc.​
 



●​ Flexibility in Routines: Allow vulnerable folks flexibility. If community works from 7am, 
but an elderly person moves slow, that’s okay – assign them tasks they can do on their 
time. If a child is crying during a meeting, have someone take them aside rather than 
scold – it’s normal.​
 

●​ Safety Planning: In evacuation or fire scenario, know who will assist each vulnerable 
person. Practice if possible (e.g., “If we need to evacuate, Bob and Jim will carry Ms. Lee 
using the 2-man carry technique to X location.”).​
 

●​ Resource Outreach: If any external help arrives, be vocal about special needs. 
Sometimes aid orgs have specific supplies (like a “baby kit” or “elder care kit”). Ask for 
what’s needed clearly: e.g., "We have 3 insulin-dependent diabetics, we need insulin and 
syringes for them."​
 

●​ Emotional Support: Particularly ensure comfort for those likely to feel scared: sit with 
people during stressful times (like during storms, have someone sit with folks who are 
terrified). Lead calming activities: breathing exercises, prayers, singing, or simple 
companionship.​
 

●​ Record vital info: E.g., for each vulnerable person, note any allergies, blood type, 
emergency contact, etc. If evacuation or hospital transfer happens, send that info along 
with them, possibly as a note pinned to them if necessary.​
 

Remember, a community is judged by how it treats its most vulnerable. By actively 
safeguarding everyone, morale improves and you prevent avoidable tragedies. Often, measures 
that help the vulnerable (clean water, safe shelters, clear communication) end up benefiting all. 
Also, in many cases those who receive help become those who later give help – the elderly 
might share wisdom, the disabled man might save a child from danger due to alertness, etc. It's 
an investment in human potential and moral duty to cover everyone under the umbrella of care. 

Community Security and Lawful Safety Practices 

Maintaining safety and security in a collapsed infrastructure scenario is delicate: you must 
protect the community from threats (looting, violence, etc.) without resorting to unlawful or 
inhumane behavior. Social cohesion and rule of law are your best defense against chaos. This 
section covers establishing a security plan, crime prevention, and conflict resolution, all while 
upholding dignity and justice. 

Establishing Community Security: 

●​ Neighborhood Watch: Form a community watch group immediately. This is a civilian 
eyes-and-ears effort, not a vigilante squad. Rotate unarmed patrols (or armed only if 
lawfully owned firearms are common, and even then, avoid using them unless absolutely 



necessary to protect life). The mere presence of organized, alert neighbors deters crime.​
 

●​ Set Basic Rules: Have the community agree on some ground rules. For example:​
 

○​ Curfew (e.g., no non-emergency movement outside after 10pm).​
 

○​ No trespassing into others’ living areas without permission.​
 

○​ Common areas off-limits for sleeping to avoid conflicts.​
 

○​ No violent or abusive behavior – zero tolerance; disputes must go through 
mediation.​
 

●​ Perimeter Awareness: Define the boundaries of your community’s main area (like the 
block or building). Set up subtle markers or barriers if needed (trash cans, furniture) to 
control entry points. Not to barricade completely (you want access for possible help), but 
funnel any foot traffic to a few monitored chokepoints. Use natural choke points like a 
lobby entrance, one gate in a fence, etc.​
 

●​ Lighting for Security: Use lighting strategically at night – even one solar or battery 
lamp at a choke point or key intersection can discourage ill-intent. If fuel allows, maintain 
a small fire or torch in communal area that sheds light around.​
 

●​ Alarm Systems: Improvise noise-makers: string cans or other noise traps in likely 
approach paths (so intruders trip them and noise alerts you). Give patrol whistles – one 
long blast if they need backup or see something suspicious; multiple blasts for active 
threat.​
 

●​ Communication for Security: Patrollers should have a way to reach others quickly 
(walkie-talkie, whistle calls, predetermined shout signals). The community should know 
what alarm sounds mean and have a practiced response (e.g., at whistle alarm, 
able-bodied adults report to a certain spot with flashlights to support, others stay put).​
 

●​ Interface with Authorities: If any police or military presence exists, coordinate. Perhaps 
make a sign or mark that shows your community is organized and friendly (like writing 
“ALL OK” or number of people on a sheet for helicopter flyovers, if that’s happening). If 
police patrol occasionally, designate a liaison to speak with them and share intel. They 
may appreciate communities managing themselves responsibly, reducing their load.​
 

●​ De-escalation Focus: Train (even informally, via discussion) community members in 
de-escalation techniques:​
 

○​ Stay calm, use clear language.​
 



○​ Don’t approach intruders aggressively; instead, from a slight distance ask “Can 
we help you? This is private property.” Many times, as research suggests, 
outsiders might not be malicious but desperate. Approach with empathy but 
caution.​
 

○​ If a person acts threatening, try to talk them down: “We have families here, we 
don’t want trouble. You need something? Maybe we can trade.” Keep a unified 
front (multiple people present, but one does the talking to avoid confusion).​
 

○​ Only if negotiation fails and an attack is imminent should proportionate 
self-defense be used.​
 

●​ Arms and Defense: This is sensitive – ideally, rely on strength in numbers and perhaps 
improvised shields or deterrents rather than lethal force. If community members possess 
legal firearms and that’s part of your context, set very strict rules: only designated trained 
individuals should handle them, and only to defend against clear lethal threat. 
Emphasize target identification (don’t shoot at noises or shadows – confirm threat 
identity). Keep weapons secured to prevent accidents or unauthorized use (especially 
around children).​
 

○​ Consider non-lethal defenses: pepper spray (if any around), baseball bats/clubs 
(as last resort in close defense), makeshift spear or bow (if someone is proficient 
– but use extreme care, these can kill too).​
 

○​ If violence erupts, aim to subdue, not harm, if possible. Four people can tackle 
and pin an aggressive individual more safely than one person shooting them. 
Work as a team (one grabs arms, one legs, etc.). Plan this only if necessary and 
you have numbers advantage.​
 

●​ Internal Conflict Resolution: Security is not just external – internal disputes can 
undermine safety too. Set up a small council or use respected mediators to handle 
grievances. For example, if one person accuses another of stealing food, don’t let them 
brawl; call a meeting with mediators, hear both sides, examine evidence (like in a quick 
informal hearing). Then decide restitution or resolution (maybe the “thief” shares back 
double from their share next distribution, etc.). The goal is to keep order without 
draconian measures. Maintaining trust is key: everyone needs confidence that crimes or 
disputes will be dealt with fairly, so they don’t take matters into their own hands.​
 

●​ Justice and Consequences: For serious infractions (theft of vital supplies, violence, 
etc.), the community should decide on appropriate, lawful consequences:​
 

○​ Ideally involve authorities if available (turn the person over to police if they exist 
and can handle it).​
 



○​ If not, perhaps a form of community service (extra duties) or loss of some 
privileges (last to eat for a day or two) might be deterrent enough. Avoid any 
cruel or unusual punishments – that breeds resentment and ethical decay.​
 

○​ As a last resort, expulsion from the community can be considered for someone 
who repeatedly endangers others or refuses to follow essential rules. This is 
harsh because it likely reduces their survival chances, so weigh it carefully and 
give warnings first. Only do it if the community’s safety is at risk by their 
continued presence (e.g., someone habitually threatening others with a weapon, 
or a sexual predator).​
 

●​ Record-keeping: If possible, keep a log of security incidents (date, what happened, who 
was involved, outcome). This helps identify patterns (maybe one individual causing 
multiple issues), and can be valuable later if formal justice returns (having a written 
account may assist in later legal proceedings if needed).​
 

●​ Mental Health in Security: Recognize your watch members and everyone are stressed, 
which can lead to overreactions. Encourage rest, rotation, and stress outlets for those 
doing patrol (maybe rotate them to easier tasks after a week, etc., to avoid burnout or 
aggression).​
 

●​ Relationships with Neighbors: Turn potential threats into allies when possible. A 
starving stranger might become a partner if you show compassion yet firmness (e.g., 
give a little food and ask them to help with some work in return). Building networks with 
neighboring communities means more collective security – a sort of mutual aid for 
defense. E.g., share whistle codes between adjacent blocks, or agree to come to each 
other’s assistance if a large hostile group attacks one.​
 

●​ Scenarios and Drills: Think through possible scenarios: looters at night, a fight 
breaking out over resources, someone trying to abuse a vulnerable person, etc. As a 
group, discuss responses. Even do a brief role-play or drill (like, "Let's practice what 
night watch would do if they catch someone sneaking in"). This prepares minds to act 
more effectively under real pressure.​
 

●​ Maintain Humanity: It’s important through all security measures to remember the 
values of dignity, safety, social cohesion, inclusivity, and lawful conduct. That means:​
 

○​ No torture or physical abuse of anyone, even intruders, once subdued.​
 

○​ Provide first aid to anyone injured in a confrontation, including the aggressor 
(once they’re not a threat).​
 

○​ Avoid “us vs. them” mentality amongst yourselves – it can lead to scapegoating 
an internal minority or outsider unfairly. Keep a fact-based, case-by-case 



approach.​
 

○​ Women, children, and minorities might be disproportionately victims of certain 
crimes (like sexual violence or hate crimes) post-disaster. Be attentive to that: for 
instance, ensure women feel safe in communal shelters (maybe women-only 
spaces for privacy, strict no-tolerance of harassment).​
 

○​ If anyone does commit a violent or exploitative act (like sexual assault), treat it 
with utmost seriousness – they’ve undermined community trust severely. Confine 
them (if physically possible) until formal law can take over, or banish if no other 
option, after ensuring victim is cared for. Community must rally to support victims 
and show that behavior is absolutely not tolerated.​
 

●​ Coordinate with Relief/Military: If by chance relief camps or military units are around, 
clarify with them how they can help your security (patrol frequency, etc.). But also be 
cautious: sometimes external armed groups (even supposed friendly ones) can cause 
friction or take heavy-handed approaches. Act as liaison to avoid misunderstandings – 
e.g., if National Guard rolls in and imposes orders, work with them to adapt to local 
context rather than blindly resisting or accepting if it harms your vulnerable folks.​
 

Checklist: Security & Safety Measures 

●​ Organize Watch: Schedule and roster for patrolling (day and night). At least 2 people 
per patrol (never alone, for safety and witness).​
 

●​ Training Brief: Quick do’s and don’ts for all patrollers (e.g., “Don’t use force unless 
necessary, call backup, how to use whistle”).​
 

●​ Entry/Exit Management: Determine where outsiders can approach. Keep that area 
somewhat lit and ideally in view of several community members.​
 

●​ Signals Ready: Whistles issued? Other alarms set up? Everyone informed what they 
mean and what to do?​
 

●​ Secure Key Assets: Lock up central supply storage if you have one (appoint a 
storekeeper and at least one other to hold keys). Guard water sources (post someone 
near communal well or tank).​
 

●​ Conflict Mediation Team: Identify 2-3 level-headed, respected members willing to 
handle internal disputes. Publicize that role so people bring issues to them early rather 
than let anger fester.​
 

●​ Enforce Fairness: Keep security actions transparent to avoid perceptions of favoritism 
or tyranny (e.g., if someone’s being disciplined by extra chores, explain to community the 



reason briefly, without humiliating details, so they understand rule enforcement is 
consistent).​
 

●​ Rotation: Swap watch duties among able adults (don’t let only one subset, e.g., young 
men, shoulder it all – though it’s natural they may do more of it, others can do daytime 
watch or guard children so they can rest).​
 

●​ Weapons Control: Inventory any weapons in community. If firearms, decide on storage 
(maybe all guns locked in one safe place and signed out to trained individuals for patrol 
only). If you choose to arm certain people, make sure they actually know how to handle 
the weapon safely under stress. Absolutely avoid giving firearms to anyone untrained or 
unstable.​
 

●​ Drill Response: Do a short drill if possible – e.g., simulate a stranger approaching at 
night, have patrollers practice intercept and others practice backing them up with lights 
and numbers.​
 

●​ Information Security: Curb gossip that could spark vigilante thinking (like wild rumors of 
a serial looter roaming). Confirm facts through your comm channels. Prevent 
scapegoating of any group (e.g., don’t let anyone say “All outsiders are thieves” without 
evidence – stop that talk as it leads to unlawful aggression).​
 

●​ Health & Rest for Guards: Ensure people on watch get adequate rest later; provide 
them with food/water – a tired, hungry guard is a trigger-happy guard.​
 

●​ Coordination with Neighbors: If you hear gunshots or see fire in a nearby block, have 
a plan – will you send help, or at least go observe? Perhaps arrange signals with them 
(e.g., firing a flare or specific pattern of light to call for mutual aid).​
 

●​ Review Incidents: After any security incident, convene leaders to review: what went 
wrong/right? Use it to improve plans and to address any community fallout (if someone’s 
stash was stolen, how to compensate or increase vigilance? If a patrol member was too 
aggressive, do they need retraining or removal?).​
 

●​ Legal Line: Remind community that what they do now may be judged later under law. 
Encourage minimal necessary force and preservation of life. Document incidents - have 
someone write a short factual account of any serious confrontation (for future legal 
reference).​
 

●​ Stay Humane: Even as you guard against dangers, continue to see people (even 
intruders) as human. Dehumanizing others leads to atrocities, which you must avoid. 
The moment security turns into cruelty, you risk losing the very values that make your 
community worth saving.​
 



Through balancing vigilance with restraint, your community can get through this crisis without 
descending into violence or tyranny. As one expert note: anti-social acts are the exception, not 
the norm, and strong community ties are the best prevention. So focus on unity, support each 
other, and stand firm against those very few who might do harm – together and lawfully. 

Community Economy and Barter System 

The collapse of electronic finance, currency circulation, and supply chains will push 
communities to develop alternative economic systems to meet needs. Without cash or 
functioning markets, barter and reciprocal aid become the primary means of exchange. A 
well-organized local economy can improve access to goods and services and reduce conflict. 
Here’s how to manage a community economy ethically and effectively: 

Resource Inventory and Allocation: 

●​ Inventory Stockpiles: Start by identifying what resources the community has 
collectively. Make lists of:​
 

○​ Food supplies (type and estimated quantity).​
 

○​ Water sources (and any stored water).​
 

○​ Fuel (firewood piles, gas cans, generator fuel).​
 

○​ Medical supplies (first aid kits, medications, etc.).​
 

○​ Tools (saws, axes, solar chargers, radios, etc.).​
 

○​ Skills (list who can do what: carpentry, medical, sewing, mechanical repair, etc.).​
 

●​ Central Storage vs. Individual: Decide what makes sense to pool and what stays with 
individuals:​
 

○​ Common goods like bulk food or water might be better managed centrally to 
ensure fair distribution.​
 

○​ Personal items (clothing, sentimental items) remain with owners.​
 

○​ A hybrid works: e.g., each household keeps a small stash of food, but contributes 
a portion to a community kitchen stock.​
 

●​ Rationing Systems: For pooled essentials, create a rationing schedule that’s 
transparent. For example, if distributing food daily or weekly, have a standard share per 
person (adjust for children’s smaller needs, maybe share extra to pregnant/nursing 
mothers). Use simple tokens or tallies to track if needed (like each family gets X number 



of meal tickets per day).​
 

○​ Avoid any favoritism – rationing must be seen as fair to maintain trust.​
 

○​ If shortfalls occur, convene community to discuss how to tighten belts collectively 
(maybe skip one meal or stretch portions). Shared sacrifice fosters unity – hiding 
or hoarding breeds resentment and possible theft.​
 

●​ Barter Basics: In absence of money, barter is trading goods or services directly. Some 
tips:​
 

○​ Find Equitable Value: It can be hard to know what’s “worth” what. Let the 
market (people’s need) guide it – e.g., a gallon of drinking water might “cost” 
more in trade than a can of beans if water is scarcer.​
 

○​ Common Units: If bartering gets frequent, perhaps use a common item as 
quasi-currency (in historical crises, items like cigarettes, coffee, or ammunition 
have served as de facto currency because they are divisible and widely desired). 
In a community, maybe agree that “1 barter credit = 1 cup of rice” or something, 
then value other things in those terms to simplify. This might emerge organically.​
 

○​ Barter exchanges/markets: Set up a periodic barter market day where people 
bring items they can spare and exchange. Provide a space and time, and maybe 
a moderator to help make fair trades or record deals. This creates an open, 
social environment rather than secret deals – more transparent and inclusive.​
 

○​ Services for Goods: Encourage trading skills for items. E.g., someone repairs a 
bicycle in exchange for some meals. Or a teacher tutors kids in exchange for fuel 
for their generator. List out needed services and available providers on the 
bulletin board, and similarly list items people are seeking or offering. This is 
basically a “barter board.”​
 

●​ Credit and IOUs: Within a trustworthy community, people may extend credit (“I’ll give 
you two loaves of bread now, you owe me equivalent labor or goods later.”). If doing this, 
record it in a community ledger to avoid disputes. Perhaps the mediators or council 
oversee this ledger of IOUs. However, be cautious: too much debt can cause friction if 
not honored or if circumstances change. Keep IOU terms clear and reasonable (no 
usurious interest or vague payback).​
 

●​ Prevent Exploitation: Watch out for anyone trying to corner a market or profiteer (like 
someone realized they have most of the battery stash and starts demanding huge 
returns for one battery). In crisis, extreme price-gouging is dangerous and breeds anger. 
The community should gently intervene if someone’s trading practices become 
exploitative – perhaps via social pressure (“We’re all in this together – selling medicine 



for a gold ring is not right”), or in worst case, by requisitioning a critical item with promise 
to compensate later (essentially a command economy approach but try to use sparingly).​
 

●​ Use of Remaining Currency: Some folks might still have cash, gold, etc. Recognize 
that if the official currency revives, that will matter. But in the immediate, paper money 
might be fuel or trade at steep discounts. If someone insists on paying in cash, it might 
be accepted but at negotiated value (like, “I’ll give you a can of soup for $20” because 
the soup is more immediately useful). Don’t rob or forcibly take money – that’s theft and 
breaks lawfulness. Instead, maybe pool any community cash to buy from any open 
outside markets that resume or to help individuals later (like paying for transport).​
 

●​ External Barter Networks: Identify if any barter clubs or larger networks form (like in 
some crises, organized barter clubs with their own scrip appear). If a nearby town starts 
one, consider sending a delegate to participate/trade on your community’s behalf.​
 

●​ Sharing vs Trading: Emphasize that within the community, mutual aid (giving according 
to need) is primary, and barter (quid pro quo exchange) is secondary. Barter may be 
more for interfacing with outsiders or for non-essentials. Internally, maintaining 
generosity keeps cohesion. For example, you wouldn’t barter water to a thirsty neighbor; 
you’d give it and trust they’d do same for you. Keep critical needs in the realm of 
community support, not cold trade, as much as possible.​
 

●​ Community Projects: Consider collective efforts that boost economy: e.g., group goes 
to salvage useful goods from abandoned stores or warehouses (in an organized, 
accountable fashion, ideally with intention to return or pay owners later). Or collectively 
build something (like a new water filter apparatus) that benefits all – that’s effectively 
economic activity (investing labor for a useful asset).​
 

●​ Record Community Assets: If the government or relief eventually offers compensation 
(like paying for items commandeered or lost), having records helps. Log any large 
communal assets or expenditures. For instance, “Used community funds (or gold, etc.) 
to purchase diesel from passing truck on Day 30” – so later, you can attempt 
reimbursement if a program exists.​
 

●​ Beware of Theft and Crime: A functioning barter economy can still attract crime – an 
outsider might try to steal goods, or a deal could go bad leading to a fight. Use your 
security measures at any marketplace (e.g., held in daylight, with community watch 
present).​
 

●​ Planning for Long Term: As time goes, you may reintroduce some form of currency. If 
trust in national currency is low, maybe a local currency (notes or credits) can be printed 
by community consensus, backed by something (the promise of labor or goods). 
Historically, towns have done this in depressions. It’s complex and requires trust – but if 



other communities do it, might join in.​
 

●​ Reintegration to Formal Economy: Keep track of major exchanges (like if someone 
“borrowed” a generator from a closed store with intention to return or pay). When things 
normalize, attempt to settle those accounts morally and legally to avoid future trouble 
(maybe through community group approaching store owner with either payment or the 
generator cleaned and returned, explaining circumstances).​
 

●​ Mutual Aid vs Profit: Continuously stress ethical, lawful behavior in economic dealings. 
Price gouging or scamming others is not only immoral but could lead to legal 
consequences later (some jurisdictions have anti-price gouging laws even during 
disasters). Aim that your community can stand proud of how they handled resources 
when looking back. Ideally, no one died or suffered due to greed or neglect – that is a 
huge measure of success.​
 

Checklist: Community Economy Steps 

●​ Resource Map: Create a map or list where key resources are (Food cache at Hall, Tool 
library at Shed, etc.).​
 

●​ Skill Register: Know who can do what. If possible, create a visible chart: "If you need X, 
see person Y." E.g., "Carpentry – John, Sewing – Maria, Bike repair – Lee."​
 

●​ Barter Bulletin: Section on board or separate board for trade listings: "Have/Offer" and 
"Need" columns. Encourage people to update as they find/consume stuff.​
 

●​ Market Time: Establish something like "Every Wednesday afternoon, bring items to 
central square to trade." Provide some oversight – e.g., a community elder or council 
member present to ensure fairness and settle disputes on the spot.​
 

●​ Common Fund: If community decides to pool any valuable items (like remaining cash, 
or gold jewelry donated) to trade externally, secure it and document contributions for 
later equitable return.​
 

●​ Support for Vulnerable in Economy: Ensure those who can’t trade (elderly with 
nothing to barter, etc.) still get essentials via community sharing. Don’t force most 
vulnerable to fend for themselves in barter.​
 

●​ Prevent Hoarding: Culturally discourage hoarding vital communal supplies. One could 
enact a community rule: if someone is found to be hiding excess of a life-critical supply 
(far beyond personal need) while others suffer, community reserves right to reallocate 
some. Better to preempt by encouraging sharing and transparency.​
 



●​ Repair & Reuse Workshops: Start communal sessions to fix broken tools, repurpose 
materials (like turning torn clothes into quilts or bandages). This effectively creates "new" 
goods to use or barter without external input.​
 

●​ Waste to Value: Salvage packaging, scrap metal, etc. For example, boil used canning 
jars to reuse for food storage or barter them to someone making preserves.​
 

●​ Agriculture Exchange: If some produce food and others craft goods, promote barter 
between them. E.g., “I’ll trade you 5 lbs of potatoes for mending my coat.” This is a 
classic barter scenario.​
 

●​ Conflict Mediation in Trade: If a trade dispute happens ("he promised me 5 batteries 
for my lantern but gave only 3"), have system (like bring to council) to sort it out 
amicably.​
 

●​ External Outreach for Trade: Identify any neighbors or travelers who might trade. 
Perhaps form a small expedition to a known farm region to trade city items (tools, 
batteries) for food. Send trustworthy, savvy negotiators and ensure their safety (maybe 
with security escort or making trade in neutral spot).​
 

●​ Education: Teach community members barter skills – many may not be used to 
negotiating value. Tips like don’t show desperation, start by asking what other person 
needs, find win-win deal, etc.​
 

●​ Lawfulness: Emphasize that once official commerce returns, everyone should respect 
that (e.g., stolen goods should be returned or paid for). Keep receipts or logs even if 
informal ("Traded 10gal fuel from abandoned truck to X group for 5 boxes MREs" etc.). 
This shows intent to be lawful and can save trouble in aftermath reconciliation.​
 

By constructing a small-scale economy grounded in fairness and meeting basic needs, your 
community can avoid desperation that leads to crime. Instead, you foster cooperation, 
productivity, and resilience. Economics in disaster is about adaptation and trust – use it as 
another glue to bind people together toward recovery. 

Training, Education, and Community Drills 

Knowledge and skills are a form of capital that cannot be looted or exhausted. Investing in 
training and education during the crisis multiplies your community’s capabilities and safety. Even 
in the midst of survival efforts, taking time to teach and practice critical skills is worthwhile. This 
section addresses both immediate training (like first aid, emergency response drills) and 
ongoing education (especially for youth and capacity-building). 

Life-Saving Skills Training: 



●​ First Aid & Medical Training: If anyone has medical knowledge (doctor, nurse, EMT, 
even combat medic or first aid certified individual), request them to train others in 
essential first aid. Short sessions on:​
 

○​ How to clean and bandage wounds (prevent infection).​
 

○​ How to recognize and treat dehydration (oral rehydration solutions).​
 

○​ CPR and rescue breathing (if someone has a heart attack or near-drowning).​
 

○​ Splinting fractures, handling suspected spinal injuries.​
 

○​ Basic childbirth assistance (for those likely to be involved).​
 

○​ Emphasize hygiene (handwashing before treating wounds, etc.).​
 

○​ Provide cheat sheets or write steps on board/paper for reference.​
 

●​ Fire Safety Training: Demonstrate correct use of fire extinguishers (if any), or how to 
smother a fire with a blanket or sand. Educate on hazards like CO poisoning from 
generators (we've hammered that point because it's a top killer in outages). Do a 
walkthrough of fire evacuation plan.​
 

●​ Tool Use and Safety: If people will be chopping wood, using chainsaws, setting up tarps 
on roofs, etc., brief them on safety:​
 

○​ Ax swinging technique and a buddy system (one chopping, one at distance).​
 

○​ Handling fuel and generators safely (cool down before refuel, keep away from 
open flame).​
 

○​ Ladder safety (1:4 angle, 3 points of contact).​
 

○​ Water purification steps to avoid illness.​
 

●​ Security Drills: If you have a night watch, practice signaling and response. Perhaps 
simulate a scenario (one volunteer acts as intruder). This reveals gaps and builds 
confidence in the team’s coordination.​
 

●​ Communication Drills: Practice using radios or signals under calm conditions so 
people aren't fumbling under stress. Eg., have everyone practice making a radio call or 
blowing the whistle pattern.​
 



●​ CERT-like Training: The FEMA CERT curriculum covers disaster preparedness, fire 
suppression, medical triage, search & rescue, team organization. If someone has taken 
CERT, they could adapt segments for the group. Teach how to safely move debris to free 
a trapped person, basic triage (tagging priority of injuries).​
 

●​ Mental Health First Aid: If possible, share basic psychological first aid principles: 
listening, comforting, not giving false assurances, but instilling hope. Encourage signs of 
when to involve others (like if someone talks of suicide, notify community 
leaders/doctors).​
 

●​ Cross-Training: Avoid single points of failure where only one person knows a vital skill. 
e.g., if only one person knows how to chlorinate water properly, teach a backup. Make 
sure multiple people can run the generator, administer insulin, deliver a baby, butcher an 
animal, etc., according to needs.​
 

Education for Children and Youth: 

●​ Impromptu School: After immediate chaos, children benefit from routine and learning. 
Form a small “school” group by age. Identify anyone with teaching experience (or just 
patience and knowledge) to lead. Use whatever materials available: perhaps someone 
has textbooks, or you salvage books from a library.​
 

○​ Teach core subjects a couple hours a day: math (practical, like how to measure 
wood or convert units for recipes), reading (maybe have them read messages or 
news to improve literacy), writing (have them journal their experience), science 
(explain the water purification in scientific terms).​
 

○​ Incorporate survival skills into curriculum in a gentle way: e.g., a lesson on plants 
could cover edible vs. poisonous plants around, a math lesson might be 
calculating ration portions.​
 

○​ Give kids responsibilities (light ones) which double as learning: e.g., counting 
inventory (math), helping sort supplies (categorization, teamwork).​
 

●​ Productive Engagement for Teens: Teenagers can be a powerful workforce and also 
need direction to avoid anxiety or mischief:​
 

○​ Pair them with skilled adults to apprentice: one teen joins carpenters to fix things, 
another helps nurses to learn medical basics, etc.​
 

○​ Encourage them to come up with innovations – young minds might invent a 
clever solution (e.g., a pedal-power bike generator).​
 



○​ If appropriate, include them in community decision meetings (maybe as a youth 
representative). Their perspective matters and it invests them in positive 
participation.​
 

●​ Community Activities: Organize educational group activities that also serve the 
community: e.g., nature walk to identify resources (botany lesson + scout water 
sources), or storytelling night where elders share historical experiences (history/culture 
lesson).​
 

●​ Safety Education: Constantly reinforce to kids and all: don’t play in flood water, don’t 
approach strange animals, how to safely use a candle, etc. Make safety lessons 
engaging – maybe have kids role-play “what’s wrong with this picture” scenarios to spot 
hazards.​
 

●​ Information and Rumor Control Education: Teach everyone the basics of checking 
facts (if any news, where did it come from, cross-verify if possible). Possibly do a 
mini-workshop, “How to tell rumors from reality,” because knowledge is power, and one 
panicky rumor can undo training.​
 

Skill Building and Drills for Long Term Recovery: 

●​ As immediate emergency stabilizes, pivot training to rebuilding skills:​
 

○​ Masonry or building repair techniques (if someone knows, have them teach a few 
others to patch roofs, mix mortar, etc.).​
 

○​ Agricultural/gardening: get experienced growers to show novices how to plant 
and tend (soil prep, watering regimes, etc.).​
 

○​ Advanced first aid like setting IV drips (if you have supplies), suturing wounds – 
only if someone qualified can teach (and if materials available to practice maybe 
on cloth or meat).​
 

○​ Possibly vocational training: if grid down long, maybe teach how to do without 
power – e.g., hand sewing, using manual tools (sawing by hand vs. power saw).​
 

●​ Drills for Future Scenarios: Implement periodic drills for events that could still happen:​
 

○​ Fire drill for the community shelter (everyone practices getting out in 2 minutes 
with grab-and-go items).​
 

○​ Drill “communications blackout” – ironically, already in one, but e.g., practice a 
scenario of “heavy storm approaching” – where do people go? (This 



double-checks that your weather shelters are in order).​
 

○​ If in a flood zone, do a quick-run plan of moving supplies to high ground and evac 
route.​
 

○​ Evaluate the drill outcomes and refine plans.​
 

●​ Multi-Community Training: If neighboring communities also set up, perhaps coordinate 
joint training or exchange expertise. E.g., one community's mechanic teaches yours 
engine repair in exchange your nurse teaches them wound care. This cross-training 
fosters regional resilience.​
 

Knowledge Preservation: 

●​ Encourage keeping manuals or writing down important techniques. If the internet and 
devices are down, consider creating a small "survival library" from whatever 
books/manuals you have plus new notes (like step-by-step of making bleach solution or 
how to filter water via sand, etc., transcribed).​
 

●​ If someone has reference books (first aid manual, guidebook), let key people study them 
and then teach others – basically, "train the trainer" approach.​
 

Morale and Team Building Through Training: 

●​ Training can double as morale boosters – people feel more in control when they have 
skills. Group drills also give a sense of unity (“we accomplished this together”).​
 

●​ Reward participation with positive reinforcement (a hearty thank-you, maybe slightly 
larger share of treat if any available, or just community recognition).​
 

●​ Keep training sessions short (everyone’s busy), frequent, and practical. Hands-on is best 
– humans under stress learn by doing not long lectures.​
 

Checklist: Training & Drill Plans 

●​ Assess Skill Gaps: What crucial tasks lack backup personnel? (Water sanitation, first 
aid, generator maintenance, etc.) Target those for immediate cross-training.​
 

●​ Identify Instructors: Who has expertise and can teach? Get their buy-in and schedule a 
small class or demo.​
 



●​ Schedule Sessions: Perhaps every other day at 4pm there's a short training (15-30 
min) on a rotating topic (first aid Mon, tool use Wed, etc.). Or one bigger training each 
week if that suits.​
 

●​ Hands-On Practice: After teaching, have attendees practice (bandaging each other’s 
pretend wound, lighting a fire without matches, walking through conflict de-escalation 
lines, etc.).​
 

●​ Youth Engagement: Set a "school time" daily. Align it with when adults do tasks they 
can’t have kids underfoot (makes it doubly useful).​
 

●​ Use Visual Aids: Draw diagrams in dirt, use the whiteboard if available to sketch out 
ideas (like a simple filter design), demonstrate with actual objects.​
 

●​ Document Each Training: Keep a notebook who attended and what was covered – for 
refreshers or catching up absentees later.​
 

●​ Follow-up: Quiz or test gently the trainees later (“show me how to tie a tourniquet we 
learned yesterday”). Praise success, correct mistakes kindly.​
 

●​ Encourage Peer Teaching: If someone picks up a skill well, have them assist others – 
spreads load and builds teacher count.​
 

●​ Drill Debrief: Always discuss after a drill – what went right/wrong, update plans 
accordingly. It empowers participants that their feedback shapes protocols.​
 

●​ Plan Refreshers: People forget. Plan to revisit key topics (first aid) periodically. Or 
incorporate them naturally (e.g., in daily life, spontaneously say "hey, show these new 
folks how to properly boil water since you know”).​
 

●​ Access External Training: If relief agencies offer any training (like Red Cross classes in 
camp, etc.), sign people up or invite them in.​
 

●​ Knowledge Sharing: Encourage general culture of knowledge exchange: a skilled 
person spontaneously showing others better knots when tying tarps, etc. Make curiosity 
and learning valued.​
 

●​ Record Knowledge: If someone figures out something novel (like a new cooking 
method), note it down or make a mini demo video if you have a camcorder with battery 
(for historical archive or sharing).​
 

●​ Adapt to Changes: If new equipment arrives (say a donated water purifier), have a 
training session on its use and maintenance.​
 



The crisis might last months to a year, but skills learned will last a lifetime and will strengthen the 
community beyond the crisis. Moreover, by empowering each member with knowledge, you 
reduce dependence on scarce experts and you give people a constructive focus to stave off 
despair. Knowledge truly is power – and in this context, it’s survival. 

 

(This concludes the structured guide on community resilience during a catastrophic 
cyber-induced infrastructure collapse. The information and recommendations above are drawn 
from disaster research, historical precedent, and current best practices in emergency 
management and mutual aid, as evidenced by the cited sources. Adapt the specifics to your 
local context and always prioritize safety, legality, and compassion in all actions.) 

Sources: 

●​ Community resilience overview​
 

●​ Disaster behavior and crime patterns​
 

●​ Mutual aid principles and benefits​
 

●​ FEMA/Red Cross preparedness guidance (water, food, etc.)​
 

●​ Water purification standards (CDC)​
 

●​ Carbon monoxide poisoning prevention (CPSC/FEMA)​
 

●​ Communication strategies and coping (SAMHSA)​
 

●​ Insulin storage via evaporative cooling​
 

●​ Neighborhood drill and captain tips​
 

●​ Food safety during outages (FDA/USDA)​
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